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L3i mo

Cubn s6 tay nay viét cho anh em thdg 1&p camera va thg mang. Khéng phai
gido trinh day. N6 di theo dung thi tu mot budi lam viéc ngoai céng trinh:
khao sat, chon camera, di day, 1én mang, ghi hinh, ban giao, réi téi nhiing 16i
hay gap nhat.

Cach dung. Doc tif dau néu mdi vao nghé. Thd Iau ndm cU nhay thang tdi
chuong cén: chuong 13 1a sé tay xU ly 16i nhanh, chuong 7 va 8 Ia phan do
camera, doi IP va lay lai mat khau ma nhiéu ngusi hay bi.

Vai nguyén tic cua sach nay

S0 liéu trong sach la con sé tham khao, lay tu tai liéu cua hang, tU thg 1am
that hoac tu tinh toan don gian. Hién trudng va tai liéu dung model cua
hang ludn la ngudi quyét dinh cubi cung. Ché ndo chua chic, sach nai la
chua chéc.

e« Sach khong in tai khoan hay mat khdu mac dinh clia hdng nao. Quén mat
khau thi di dusng chinh hang (chudng 8). Cach d6 cham hon nhung khéng
dé lai hau qua véi khach.

o Lam viéc trén cao va lam viéc véi dién 220V Ia chd nguy hiém that. Viéc
nao chua quen thi dé thg dién hodc ngusi cé kinh nghiém lam cung.

¢ Sach mién phi, anh em cU chia sé cho nhau. Xin gitf nguyén chit ky Tho
Cam 6 chan trang.

Vé Thd Cam. Pay la app minh dang 1am cho thg: do camera, déi IP, lam bao
gia va bién ban ngay trén dién thoai. 3 mét s6 chuong thuc hanh cé mét 6
nho chi chd app gilp dugc viéc dd, va cudi sach cé moét trang gidi thiéu. Noi
dung chinh clia sach doc dudc va dung dudc ma khéng can cai app.



CHUGNG 1

Khao sat trudc khi lap

Cong trinh hang thusdng hong tif Itc khao sat. Mat 20 phut hoi va do cho ky sé
d& mat ndia ngay sla sau.

D6 nghé nén mang

Thiéu mdt moén nhé gilta cong trinh 14 mat ca chuyén di lay. Danh sach dudi
day la ggi y, anh em thém bét theo cach lam cua minh.

Po va ghi chép: thudc day dai (hoac thudc laser), but danh dau, dén pin, gidy
but dé vé sa dé, dién thoai dé chup anh.

Khoan va bat vit: khoan pin, khoan bé téng néu tudng gach hoéc bé téng,
mi khoan gach, mii khoét c& 22 mm va 40 dén 50 mm, tua vit, bda, tic ké
va vit du ¢6, thang chéc.

Pi day: day mdi (hodc thanh lubn day), bang keo, day rut, kep gitt 6ng (kep C,
dai 6m 6ng), 6ng ludn, hop noéi.

Day mang: kim bam RJ45, kim tuét vo, kim cat, may test cap, dau RJ45 du
phong dung loai, vai dau néi thadng (coupler).

Pién va nguodn: déng hé van nang, but thir dién, mét nguén 12V du phong dé
thir camera, day néi dai.

Mang: laptop c6 SADP hodc céng cu clia hdng, dady mang ngan (1dén 2 m),
mot switch PoE nhod hodc bd cap PoE dé thi camera trudc khi 1&p, may do
PoE néu cé.

Choéng nudc va phu kién: silicone, bang keo cao su hoac bang keo chéng
nudc, va hop ky thuat camera (hop ndi nhua 11x11 cm hoac 10x10 cm). Hop
nay gan nhu céng trinh ndo ciing dung, méi méat camera mot hop, mua du vai
cai.



An toan: kinh bao ho, gang tay, khau trang khi khoan tréan.

Giay t8: sc d6, mau bién ban, nhan dan.

4.

MEO

Thir camera trén mét dat trudc khi leo thang. Cap ngudn bang switch nho
ngay dudi nha, kich hoat, dat IP, xem hinh, réi méi mang 1én 1&p. Camera 16i
ma phat hién khi da treo Ién cao 1a mat céng gap ba.

MEO
Dan nhan I&n than camera ngay khi thi: s6 thi tu va IP da dat. Luc 1én tudng
la biét con nao & dau.

Hoi khach trudc khi do

. Khach can gi? Chéng trom, tréng nhan vién, tréng tré hay ngusi gia. Mdi

muc dich d&t camera mot kiéu khac nhau.

. Muén Iuu may ngay? Con sé nay quyét dinh dung lugng & ciing (chucng

6).

. C6 xem tuf xa khéng? Néu co thi nha khach cé internet nao, ai gilt modem,

ai gitr tai khoan.
Ai gilt mat khau? Hoi sém. Mat khau nén vé tay khach, khéng n&m trong
sb tay cua thg (chuaong 9 va 10).

. Ngan sach va thgi han. Noi thang, dé chon cau hinh viia tui tién thay vi lap

xong roi cat giam.

Pi mo6t vong, do va chup

Chiéu cao va khoang cach that cuia titing diém dat. Do theo dudng day sé
di, khéng do dusng chim bay. Nhé cong phan day vong qua c6t, dam, goc
tudng.



 Vat can. Canh cay hién gid thi thdy, cay dang I6n sau vai thang thi dé
quén. Mai hién, cot, bién hiéu cling che mat mét phan goéc nhin.

o Anh sang. Ngugc sang budi sang hay chiéu, dén dudng chiéu thang vao
éng kinh, vung t6i ban dém. Néu dudc, quay lai luc t6i xem thu.

 Nai dat dau ghi. Chd kho, thoang, co 6 dién, xa nguén nhiét, ngudi la khd
cham vao. P&t dau ghi trong tu kin khéng quat Ia hen trudc chuyén qua
nhiét.

« Dudng ra internet. Modem n&m dau, cach dau ghi bao xa, cé cong mang
trong khong.

« Chup anh tiing diém dét, tiing doan di day kho, vi tri dau ghi. Anh nay
dung lai & budc bao gia va nghiém thu.

CAN THAN

Trudc khi khoan tudng hay duc tran, kiém tra ca hai mat xem cé day dién
ho&c éng nudc chay qua khdéng. Phia bén kia buc tusng cing phai nhin. o)
cam gan dé 13 dau hiéu day dién chay ngang hodc chay doc theo.

Vé so do trén mot to giay
Chi can: mat bang thé, vi tri tiing camera danh s6, vi tri dau ghi, dudng day di
(nét lién, ghi du kién mét), vi tri modem va 6 dién. Chup lai t& gidy. Khach nhin
sG d6 nay sé hiéu va déng y nhanh hon nghe giai thich bang 15i.

Mau phiéu khao sat (mét trang)

Chép bang nay ra gidy hodc ghi vao dién thoai, méi camera mét dong:



Vi Muc Day téi dau ghi Vat can, anh
tri dich (m) sang

Phan chung cua cong trinh ghi thém: khach hang va sé dién thoai; dia chi; s6
ngay Iuu can co; co xem tif xa khéng; vi tri dau ghi; vi tri modem va dai IP
modem dang dung; 6 cdm dién gan dau ghi; ai gilt mat khau; ngay gi¢ hen thi
cong.

Checklist khao sat
Muc dich va s6 ngay luu da chét véi khach
Da do chiéu dai day theo dudng di that cho tiing camera
Da kiém tra vat can va anh sang (ké ca ban dém néu co thé)
Da chon vi tri dau ghi, c6 6 dién, thoang, an toan
ba xac dinh dudng ra modem

Da chup anh va vé so do

O0o0oooOodd

Da biét ai gilr tai khoan va mat khau

THO CAM
Anh khao sat, ghi chu va danh sach camera cho tling céng trinh luu cling
mot chd trong app. App cho cham vij tri tiing camera I&n mat b&dng va xem

truc quan goc nhin (FOV) clia camera, dua khach xem 1& chét vi tri rat
nhanh. D{ liéu dung lai dugc khi lam bao gia va bién ban nghiém thu.




CHUONG 2
Chon camera, 6ng kinh va goéc
dat

Camera nao cho viéc nao

Hop véi Canchuy

Camera IP dung Céng trinh c6 thé di Céan switch PoE hodc dau ghi c6 céng
PoE (than try, ban day mang; hinh r6, mé PoE; tinh céng suét (chudng 5)
céu) rong dé

Camera analog, Tan dung day déng Céan day tin hiéu va ngudn; chuén tin
déng truc truc san cé, thay hiéu phai khép véi dau ghi

camera cl
Camera Wi-Fi Nha nho, kho di day, Phu thudc séng Wi-Fi, thudng chi néi
(Ezviz, Imou, khach tu dung dugc bang 2.4 GHz; can nguén riéng;
Tapo...) Xxem qua app
Camera quay quét  Theo ddi ving rong, An dién nhiéu hon camera c¢6 dinh;
(PTZ) béi 16n kiém tra nguén PoE

M6t hé théng khéng nhat thiét dung mét loai duy nhat. Nha phé nhiéu khi 1&p
camera PoE cho céng va san, camera Wi-Fi cho phong khach tang trén.

Do phan giai, hdng ngoai va ngudc sang

e DO phan giai cang cao thi file ghi cang I6n. Hinh 8 MP r6 han 2 MP nhung
nang 6 cling va bang thédng hon nhiéu (chuong 6). Chon du dung, ding
chay theo con sé.

+ Do phan giai cao khdng ctiu dugc chd thiéu sang. Hinh t6i thi d6 phan giai
nao cling md. XU ly anh sang trudc.



« Héng ngoai cho hinh den trdng ban dém, nhin dugc trong béng t6i. Dén
trdng (camera c6 dén) cho hinh mau ban dém nhung phai bat dén, va choi
vdi hang xém néu hudng sai.

« Chéng ngudc sang (WDR hodc tudng tu) gilip khi camera hudng ra clia
sang. Khéng clu hét, nén van nén déi hudng néu co thé.

6ng kinh: ti€u cu cang I8n, nhin cang xa va cang hep
« 2.8 mm la gdc rong. Hop phong nho, hanh lang, khoang cach ngan.
e 4 mm |a mUc trung gian, hay dung ngoai tréi cho san, céng.
e 6 mm tré 1én nhin xa han nhung géc hep. Dung khi c&n nhan dang &

khoang cach Ién.

Chon 6ng kinh theo viéc can nhin rdé chit khdéng theo gia. Camera goc rong
cho cam giac "thdy hét" nhung chi tiét & xa, nhu mat ngusi, chi con [a may
cham.

Nhin ro 6 khoang cach bao xa

Tiéu chuan thiét ké camera (IEC 62676-4, hay goi la DORI) dung s6 diém anh
trén méi mét clia canh dé noéi camera lam dugc gi:

Muc tiéu Piém anh trén moi mét
Phat hién c6 ngudi, co vat khoang 25

Quan sat (thay ngudi dang lam gi) khoang 62.5

Nhan dién (nhan ra ngugi quen) khoang 125

Nhan dang (nhin rd mat, du lam béng ching) khoang 250

Céach tinh nhanh: diém anh trén mét = sé6 diém anh ngang cia camera + bé
réng canh tai khoang cach dé. Bé rong canh = 2 x khoang céch x tan(nla
goc nhin ngang).



Vi du: camera 4 MP rong 2 560 diém anh, géc nhin ngang 90 do (tan 45 d6 =
1) thi bé réng canh bang 2 1an khoang cach. Muén nhan dang mat (250 diém
anh trén mét) can bé réng canh khéng qua 2 560 + 250 = 10.2 m, tic khoang
céch t6i da khoang 5 m. 6ng kinh hep han thi di xa hon.

Con sb trén la ly thuyét trong diéu kién du sang. Ban dém, ngudc sang, bui,

mua sé giam khoang cach nhin ré thuc té. Thif trén hién trudng van 1a chuan
nhat.

bat 6 dau

« Tranh ngugc sang. Pung hudng thang ra clia I16n hay ciia s6 ndng gat vao
dau gid hodc cudi ngay. Néu bét budc, chon camera cé chéng ngudc sang
va thu trén hién trudng.

« Dlng lap sau kinh. Ban dém dén hong ngoai phan xa lai mat kinh 1am hinh
trang xoa.

« Tinh trudc vat can vé sau. Cay dang I8n, bién hiéu sép treo.

 Chira dudng cho nudc chay. Camera ngoai trdi Iap sao cho nudc mua
khéng chay doc theo day vao céng (chuong 4).

 Nghi t8i ngudi bao tri. Camera treo qua cao hoac & chd khéng c6 dudng
thang, sau nay lau 6ng kinh hay déi camera sé rat khé.

THG CAM
Luc chon géc d&t, chdm camera I&én mat bang trong app réi xem géc nhin

(FOV) mé phong theo 6ng kinh d& chon. Khach thay camera sé nhin ti dau
trudc khi khoan 16 ndo, chét vi tri nhanh va it phai doi.

10



CHUGNG 3

Di day va bam dau mang

Phan 16n 16i "camera chap chdn" bat ngudn ti day va dau bam. Lam gon &
budc nay thi phan sau nhe han.

Dung 6ng ludn thay cho ghim day

i day tran doc tusng thi nhanh, nhung dé bi cét, bi giat, va nhin xau. Ong
luén nhua (c& nho nhat khoang 20 mm 1a du cho mét day) gilt day an toan va
gon.

+ Ké ong bang kep giii dng (kep C, dai 6m 6ng). Khoan vao gach, diing
khoan vao mach vita vi vita dé n(t va léng sau thdi gian. Khoang cach
tham khao: khoang 40 dén 50 cm méot kep.

» Hop dau éng dit & chd day vao nha.

o Miii khoét 16: c& 22 mm cho 6ng di vao hdc mai, 40 dén 50 mm cho chd
Idp camera (16 to d& vudng).

« Dung cu nén c6: kim bam RJ45, kim cét, bang keo, thanh luén day, khoan
bé tdbng, may test cap.

Ludn day qua 16 nho

« Dung day mai (hoac thanh ludn day). Bing keo dinh day vao dau day mai,
khéng dinh doc theo, dé qua dugc 16 nho. Béng viia chat: 16ng thi dut khi
kéo, qua nhiéu thi khéng qua 6.

 Khi dau day vudng & khdp néi 6ng, gap nhe dau day thanh mét mdi tron roi
day lai.

o Chura day du & dau camera dé con bam lai dau. Phia dau ghi chita thém
khoang 1.5 dén 2 m.

n



 Dan nhan ca hai dau day ngay luc kéo, trudc khi cdm vao dau ghi hay
switch. Mugi phut dan nhan d& ca budi do day vé sau.

Pi day qua tran, tudng va mai tén

« Tran thach cao, tran nhua: dung day méi va thanh luén, di theo khung
xuong, diing dé day ching dé 1&n tdm tran. Nhé chusa 16i kiém tra dé sau
nay thay day.

« Mai ton, 6ng thép: canh sic cat vo day rat dé. Boc 6ng hodc 16t cao su tai
ché day di qua, bat day chic dé gid khéng lam day co vao canh.

« Gan day dién manh: di day mang cach xa day dién, tranh chay song song
sat nhau, néu phai cat ngang thi cat ngang vudng goc. Day dién chay sat
c6 thé gay nhiéu.

« Day ngam: di trong 6ng luén, éng phai kin, bit ddu 6ng dé nudc va con
trung khong vao. Danh dau 16 trinh dé sau nay dao khéng dut day.

 Noi day gilra dudng: tot nhat 14 khéng néi. Néu bat budc thi dung dau noéi
thadng (coupler) va dé trong hop kin, diing néi tay quan bang keo. Ghi lai vi
tri méi noi.

o Bam san dau trudc khi kéo? Cach lam khac nhau: cé thg cét day du va
bam s&n hai dau dé di cho nhanh, cé thg kéo xong mdi bAm cho khdi
vuéng dau RJ45 616 nho. Day phai chui qua 6ng nho hoc 16 hep thi kéo
trudc, bam sau.

Chon day

« Dong nguyén chat, khéng phai CCA. CCA |a day I16i nhém boc ddng. Dién
tré cao hon dong, cap ngudn PoE dudng dai dé sut &p, camera khai ddng
lai ban dém khi bat héng ngoai. Gia ré han nhung khéng ré khi tinh ca
cong di sua.

« Kiém tra bang mat: ct mot doan, cao nhe I16p ma & dau 16i. Thay mau bac
thay vi mau déng 1a day c6 nhém.

 Day ngoai trdi chon loai co vé chiu nang.
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e Cd& day (AWG) quan trong khdng kém loai Cat5e hay Cat6. Day 16i to han
thi dién tré nho han.

 Chiéu dai téi da chuan lIa 100 m cho ca kénh truyén, gém t6i da 90 m cap
di ¢6 dinh (trong tudng, tran, 6ng) cong téi da 10 m day néi & hai dau. Kéo
100 m cép c6 dinh réi néi thém day hai dau 1a vugt chudn. Day kém chat
lugng c6 thé ngén hon nhiéu.

Bam dau RJ45

Chuén thu tu mau. Cam dau RJ45 sao cho cac chan ddng hudng vé phia
minh, ché day vao & phia dudi: chan 1 n&m ngoai cling bén trai, dém sang
phai téi chan 8:

Chan T568B (hay dung) T568A

1 trdng cam trdng xanh 13

2 cam xanh Ia

3 trang xanh 13 trdng cam

4 xanh ducng xanh ducng

5 trdng xanh dudng trang xanh dudng
6 xanh la cam

7 trng nau trdng nau

8 nau nau

13



Cam nang thg I&p camera - ban 1.3

T568B (hay dung), chan 1dén 8

== ==

trang cam trang xanh trang xanh trang nau
cam xanh 1a duong xanh dudng 1a nau

T568A: dbi ché cap cam va xanh la

=0=0=E=8

trang xanh tréng xanh trang cam tréng nau
xanh la 1a cam duong xanh dudng na

Pau RJA5: chan 1nam bén trai

phia Idy bam, quay ra sau Céach cam:

chan déng huéng vé phia minh,
ché day vao & phia dudi.
Pém chan 1dén 8 tu trai sang phai.

1T 2 3 4 5 6 7 8

chan1

Thu tu mau day T568B va TS68A

Hai dau cling chuén la day thdng. Mot dau A, mdt dau B |a day chéo, ngay nay
switch tu nhan nén it phai dung.

Léi hay gap khi bam

 Tubt vo ngoai qua dai, 16 nhiéu 16i.

 Day chua cham t6i day dau RJ45 (dén chap chdn, rung nhe la rét).

e Sai thu ty mau.

« Dung dau RJ45 ré tién.

Thg Cam — Sé tay mién phi cho thd I3p camera 14



« Dung dau cho day bén dé bam day déng dac, hoac dau Cat5 bam day
Cat6 (day day hon nén cé thé bj cat day khi bAm). Day déng dac dung dau
bam danh cho day dong déc.

« Khdng test sau khi bam. Ludén dung may test cap trudc khi cdm vao thiét
bi. May test thudng cé dén sang lan lugt ti 1t6i 8 & ca hai dau: dén nao
khong sang 1a chan dé dut hodc bam chua téi, thu tu dén bi dao la sai thu

ty mau.

MEO
Nghi ng& mét dau bam thi bam lai, ct bd chiing 3 dén 5 cm & dau day roi

bam lai. Nhanh hon 13 doan.
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CHUGNG 4

Ngoai trGi: nuéc, sét va dién

Camera ngoai trdi hong nhiéu nhat vi nudc, vi sét, va vi Iap dién khéng céan
than. Ca ba déu tranh dudgc.

Chéng nuéc

V6 camera thudng dat IP66 hoac IP67, nhung day va dau néi thi khéng.
Céng mang va day nguén dé hg la chd nudc vao va oxy hoa.

o Camera c6 kém phu kién chéng nudc: ludn day qua dai 6¢, vong chéng
nudc, vé chéng nudc, gén O-ring vao céng mang réi van khod. Day nguén
c6 gioang gilta hai dau néi. Biing bd cac phu kién nay.

X6 dai dc, vong cao su va nap chup vao day TRUGC khi bam dau RJ45.
B&m xong mai nhd thi dau RJ45 khdng chui qua ndp dudc, phai cét bam
lai.

« DPau RJ45 phia camera: dung khéi dau néi chéng nudc cé dém cao su,
cém xong mdi van. Van cho dém cao su ép sat day, ding dé day bi ket hay
cén sau camera.

« Chura vong b3y nudc. Chiia day véng xuéng thanh mét vong cong thap
hon chd vao camera (drip loop). Nudc mua chay doc theo day sé nhé
xuéng & day vong, khéng chay vao céng.

« Bit silicone quanh 16 khoan xuyén tudng dé ngan nudc va con trung.

« Nap che c6 dinh: siét vira phai. Siét qua lam cong nap nhua.

16



Trong hha Ngoai trei
[ | | mua
l camera
vong
b3y nudc

day vao nha

bit silicone quanh’rﬁ/

nudc nhé xudng & day vong

tudng

Vong bay nudc: chira day véng xudng thap hon céng vao camera

| L6i ngoai tr&i hay gap
» Nudc vao cdng mang vi dau néi hd hoac khéng coé phu kién chéng nudc.
« Day phai nang lau ngay gion, nit vo. Chon day ngoai tréi hodc luén éng.

¢ Contrung, than Ian chui vao hdp ngudn hodc vo camera qua khe hé. Bit
khe bang silicone.

« Vit, nap siét qua tay lam nut vo nhua.

 Day bi can dugi nap hop. Vira hé nudc vira dé chap.

« Khdng chita vong bay nudc nén nudc mua chay doc theo day vao thang

céng.

Kiém tra sau mua I6n: quay lai hodc nhd khach bao néu hinh bj m&, cé hai
nudc trong 6ng kinh, hodc camera méat két néi sau mua. Nhiing dau hiéu nay
thudng la nudc da vao, xu ly sém dd hong.
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Hop k¥ thuat (11%11) va hop ngudn ngoai troi

Ngoai tr&i ¢ Viét Nam, phan I6n camera I&p trén hdp ky thuat (hop néi nhua
11x11 cm hoac 10%10 cm) thay vi bét thang I&n tudng. Hop gidu nguén, jack
DC va hat mang cho gon, che mua ndng. Nguyén tac chung:

Bat camera Ién nap hop, day di vao ti day hop. Mua chay tlU trén xuéng
nén day la ché it nudc vao nhéat. L6 hudng Ién 1a mai nudc vao.

Xt ly hoi am cho dung. Hai nudc dong trong hdp kin 1au ngay an mon jack
va nguén. Buing khoét 16 tuy tién: 16 khoét tay lam mat do kin nudc, kin bui
clia hop va thanh dudng cho cén trung, nudc mua chui vao. Hop cé san 16
thoat nudc, nut théng hai hodc éc thoat nudc chuyén dung thi diing ding
loai, c6 cap bao vé phu hgp. Hop khdng co thiét ké nay thi gil nguyén két
cau kin, dat dusi mai che, bit kj cac dau day va lam theo hudng dan cua
nha san xuat hop.

Day vao hdp qua 6ng rudt ga hoac éng ludn. Ché day chui qua dung éc
siét cap chéng nudc hodc bit silicone, dé nudc va con trung (ké ca than
lan) khéng chui vao.

Poéng nap roi kiém tra khong cé day nao can khe nap, siét du 6c. Khe ha
cho nudc vao 1am héng nguén.

Mbi néi jack DC va hat mang trong hdp phai gon, khéng cham nhau,
khéng nam sat day.

Dan ma serial hodc QR cla camera |én chd dé tim bang bang keo trong.
Sau nay tim lai ma trén camera déa I3p 1&n cao rat kho.

Riéng camera Wi-Fi cdm dién 220V trong hdp: day ngudn 220V di qua éng
rudt ga hodc 6ng nhua, dau gon va boc kin. Day ket dugi ndp hodc khe hd cho
nudc vao la cé thé chap, chay.

CAN THAN
Dién 220V khdng phai chd dé thii. Chd nao dau vao lugi dién nha khach,
nén cé thg dién lam hoic kiém tra.
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Chéng sét

Sét khoéng can danh trung camera mdi lam hong. Sét lan truyén qua day ciing
du 1am chét céng mang hodc chay nguén.

Noi dat mot diém: cac thiét bi trong cung hé théng diing chung mét diém
néi dat, dé khéng coé chénh léch dién thé gilia cac thiét bi.

Khong dau thiét bi vao day thoat sét hay cét thu 16i clia toa nha. Viéc néi
hé ndi dat cua camera véi hé néi dat cia cong trinh ra sao |a bai toan cua
tho dién. Blng tu dong coc riéng réi bd méc, hay dé ngudi coé chuyén mén
tinh theo cong trinh.

Day néi dat ngén, tiét dién I6n. Ngudng dién trd nbi dat méi noi mot khac:
c6 hang néu dudi 4 ohm cho thiét bi clia ho, tai liéu thi cdng chéng sét thi
¢6 nai chap nhan t6i 10 ohm. Po bang ddng hd do dién trd dat va hai tho
dién & nai I3p.

Camera vo kim loai: néi vé vao day tiép dia qua vit tiép dia, hoac lap 1én
6ng kim loai da néi dat.

Bd chdng sét lan truyén cho dudng mang va dusdng ngudn, dat dung thiét
ké va noi dat dung.

Cap c6 I6p chéng nhiéu (STP) khéng tu bao vé thiét bi khoi sét lan
truyén. Lép boc kim loai chi cé tac dung khi dugc ndi dat dung thiét k&, noi
sai con c6 thé gay chénh léch dién thé giiia cac thiét bi.

Pi day ngam doan dai ngoai tr&i giam phoi nhiém tryc tiép nhung khéng
loai bd nguy cd xung sét lan truyén qua dat va qua day.

Lam viéc trén cao

Thang chéc, dat dung goc, c6 ngudi gitt khi co thé.

Ngat dién khu vuc trudc khi cham vao day dién.

Peo kinh khi khoan tran gé hay tran bé téng (bui bay vao mat).

Duing rang thém mot mét khi chua vdi téi. Ha thang, ddi, réi leo lai.
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*Ngudn chudng nay: hudng dan chéng nudc va chéng sét cia Omada (TP-
Link); Hik Guru, "HikVision CCTV Installation - Like A PRO". Danh sach day du
va dudng dan & cudi sach.*
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. Cam nang thg I&p camera - ban 1.3

CHUGNG 5

Cap ngudn PoE

Camera PoE nhan ca di liéu 1an dién qua mét sgi day mang. Gon, nhung néu
tinh sai nguon thi 16i rat khé doan.

[ Cameral ][ Camera 2 J[ Camera 3 J[ Camera 4 J

day mang PokE

s N
Switch PoE
cap dién va dir liéu
. J
e + N

DPau ghi (NVR)
6 cting, ghi hinh

v

bién thoai [Q---1 Modem
router nha mang
\

Moi thiét bi cling dai mang véi modem. Camera va dau ghi dat IP tinh.

S

Sa d6 mot hé théng camera PoE thudng gap

| Tinh ngan sach céng suat

1. Cong cdng suét tiéu thu téi da clia tiing camera. Hong ngoai bat ban dém
an dién nhiéu nhat, nén lay con sé khi bat dén, khéng lay con sé ban ngay.

2. So v6i téng coéng suat PoE clia switch hodc dau ghi, khéng phai cong suat
tiing céng.
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3. Chita du khoang 20 dén 30%. Switch chay sat tran 14 mét trong nhiing Iy
do camera tu khai ddng lai khi trai toi.

Céc chuan PoE phé bién (theo IEEE), cdng sut ngudn cap ra / cong suat thiét
bi nhan dugc:

Nguén cap (t6i da) Thiét bi nhan
802.3af PoE 15.4 W 12.95 W
802.3at PoE+ 30 W 255 W
802.3bt Type 3 POE++ 60 W 51W
802.3bt Type 4 PoE++ 90 W 71.3 W

Camera quay quét (PTZ) va camera cé dén sang, sudi thudng an dién nhiéu
hon camera cé dinh. Kiém tra théng sé cua dung model.

Cong suat trén camera la cong suat nhan (PD), khdng phai céng suat switch
phai cap (PSE). Bang trén cho thay chuan cho phép hao trén day: 802.3af
cap ra 15.4 W thi thiét bi nhan téi da 12.95 W, tic hao téi khoang 16%. S6 ghi
trén thong s6 camera thudng |a céng suét tiéu thu tai camera, nén switch phai
cap nhiéu han mét chut, nhat 14 tuyén dai. Khoan 20 dén 30% du phong 6
trén da bao ludn phan hao nay.

Vi du tinh (sé gia dinh). Switch 8 céng PoE, tdng cong suat 120 W (day Ia
cdéng suat switch cap, PSE). Lap 6 camera c6 dinh, mi con t6i da 7 W tai
camera khi bat héng ngoai: 6 x 7 = 42 W. Thém 2 camera quay quét, mbi con
25 W tai camera: 2 x 25 = 50 W. Téng tai camera 1a 92 W. Tinh hao trén day
theo muic xau cla chuan (khoang 16%): 92 + 0.84 = 110 W switch phai cap.
Cong thém du phong cho nhiét dd va tang tai vé sau thi 120 W chi viia sat.
Nén chon switch 150 W tr& 1&n, hodc bét tai. Cubi cung kiém tra riéng gidi han
tiing cdng: camera 25 W phai cdm céng du chuan PoE+ (30 W).

Hai kiéu ndi: switch PoE ngoai va cong PoE trén dau ghi

Co hai mo6 hinh, cach dat IP khac nhau (xem chuong 7):
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. Cam nang thg I&p camera - ban 1.3

¢ Mb hinh A: camera néi vao mot switch PoE doc lap, switch néi vao dau
ghi va modem. Camera, dau ghi va modem cuing mét mang LAN (hinh &
dau chuong).

¢ M®b hinh B: camera c&dm thadng vao cong PoE tich hgp trén dau ghi. Pau
ghi tao ra mét mang ndi bd riéng cho cac céng PoE, tdch khoi mang LAN
clia modem.

[ Cameral ][ Camera 2 ][ Camera 3 ][ Camera 4 ]

day mang Po¥H

Pau ghi (NVR) c6 cong PoE

[ Mang ndi bo riéng cua cong PoE J
(card mang ndi b9, khac dai modem)
( Céng LAN cua dau ghi )
\. ¢ y,
Modem
mang LAN cua khach

Camera chi néi chuyén véi dau ghi trong mang ndi bd PoE.
Muén xem tif xa thi xem qua dau ghi hoac app da thém dau ghi.

M hinh B: camera cdm céng PoE cua dau ghi, mang néi bo riéng
| Canh giac véi cac nham 1an gay héng thiét bi

 PoE chuan khac PoE "thu dong" (passive). Cdm ngudn passive vao
camera chi hd trg PoE chuén c6 thé lam hong bo PoE.
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Pién ap ngudn riéng: camera 12V DC ma cam ngudn 24V AC la chay.
Ludn doc nhan thiét bi va nhan ngudn trudc khi cadm.

Adapter yéu. Ngudn dau ghi dung nhiéu ndm c6 thé suy giam, cap khéng
du cho mainboard va & cting. Bau ghi lic nhan 6 lic khéng, 6 quay chap
chdn, nén nghi nguén trudc.

Camera khai dong lai, mat két ndi, dac biét vao ban dém

Khi camera PoE tu kh&i dong lai, dling doan. Tach 16i theo thu tu:

1

. Chi 16i khi héng ngoai bat (ban dém)? Nghi téng cong suat switch gan

cham tran, hoac nguén cép yéu.

. L6i ca ban ngay? Nghi dau bam hoac camera.

. Thir mét day tam ngan (khoang mot mét) cdm truc tiép ti switch téi

camera. Chay 6n nghia 13 16i nam & day dai hodc dau bam, khéng &
camera.

. P6i cong switch. Lbi di theo camera hay & lai cdng?

. Cap nguodn 12V ngoai (néu camera hd trg) dé xem 16i cé phai do PoE.

Ngudn ngoai thudng dugdc uu tién hon PoE.

. Po dién ap thuc té tai camera khi dang chay, khoéng do luc camera chua

tai.

. Bam lai hai dau day béng dau RJ45 dung loai.
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. Cam nang thg I&p camera - ban 1.3

[ Camera tu khéi dong lai ]

Chi 16i khi t6i, bat héng ngoai?

Nghi téng cdng suat PoE

khong

ho#c nguén cap yéu

[ Thu day tam ngén 1m, tif switch t8i camera

Chay 6n véi day ngan?

khoéng

L6i & day dai Péi céng switch, déi camera

hodc dau bam do dién ap tai camera

Luu @6 tach 16i khi camera tu khai dong lai

Th tinh trén day Cat6 16i 23AWG dong dac: di va vé khoang 6.7 ohm, camera
12 W (khoang 0.25 A) sut khoang 1.67 V, camera chiu dugc thoai mai. Nghia la
tuyén gan 100 m dung day dong t6t hiém khi la thi pham. Hai thi hay gay 16i
hon 1a day CCA hodc day kém chét lugng, va dau bam toi.

PoE++ khéng clu dugc camera chi dam phan PoE+, vi ca hai dung chung
muc dién ap.
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Nut gat Extend (CCTV Mode) trén switch PoE

Nhiéu switch PoE ban cho camera hién nay cé mét nat gat Extend (hodc
CCTV Mode, ghi ré 250 m). Khi gat, switch ép cac céng PoE xuéng téc dd 10
Mbps dé day ca ngudn I&n tin hiéu di xa hon, t8i khoang 200 dén 250 m vdi
day déng chuén thay vi 100 m. Rat hitu ich cho nha xudng, bai xe, tuyén dai.

10 Mbps du cho phan 16n camera 2 MP, 4 MP & téc dd bit thudng dung.
Camera dd phan giai rat cao hoac nhiéu ludng thi tinh lai bang théng trudc.
Chi nén di tuyén dai vSi day dong nguyén chat. Day CCA di xa kiéu nay Ia
hen trudc 16i.

NUt gat thudng ap cho ca nhém céng hodc tiing cong tuy model, doc nhan
trén switch.

M®bi hang goi t&n khac nhau (Dahua goi Ia ePoE & cac dong cua ho), kiém
tra tai liéu model dang dung.

MEO
May do PoE nho (hodc switch quan Iy hién thj céng suét tiing céng) tiét
kiém rat nhiéu th&i gian 6 nhiing céng trinh 16i khé doan.

THG CAM
C6ng cu tinh céng suat PoE cé s&n trong app: nhap s6 camera va cdng suat

tling loai, app céng tdng va bao con du bao nhiéu so véi switch. Khoi nhé
cdng thuc, ma trén dién thoai ngay tai cong trinh.

*Ngudn chuong nay: tiéu chuan IEEE 802.3af, 802.3at, 802.3bt; dién dan
IPCamTalk (PoE+ trén tuyén Cat6 gan 90 m); TIA/EIA-568 cho chiéu dai kénh
cap.*
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CHUGNG 6

O ciing dau ghi

Tinh dung lugng
Cobng thiic nhanh cho mot camera ghi lién tuc:

Dung lugng méi ngay (GB) = téc dd bit (Mbps) x 86 400 + 8 + 1000 = téc
d6 bit x 10.8

Vi du: camera 4 Mbps ghi lién tuc mat khoang 43.2 GB méi ngay. Tam
camera, luu 15 ngay:

43.2 x 8 x 15 = 5184 GB, tuc khoang 5.2 TB.

Céch giam dung lugng: giam tdc dé bit hodc do phan giai cho khu vuc it quan
trong, dung méa hoa hiéu qua hon néu thiét bi hé trg, hodc ghi theo chuyén
dong. Ghi theo chuyén dong tiét kiém 6 nhung c6 thé bo 16 doan can xem,
nén bao khach trudc.

Khi 6 day, dau ghi tu xoa dif liéu cli nhat dé ghi tiép. S6 ngay Iuu thuc té phu
thudc vao cach ghi va ndi dung hinh.

Dung 6 cing chuyén cho camera, chay 24/7. Kiém tra danh sach 6 tuang
thich cua hang dau ghi.

Chuan nén H.264, H.265 va H.265+

Cung mét hinh, chuén nén H.265 can it dung lugng hon H.264. Cac hang con
c6 ban nén thong minh: H.265+ (Hikvision goi la H.265+, Dahua goi lIa Smart
H.265+, mot sé hang goi Ultra 265). Ban nay bo bét dif liéu & vung it thay dbi
nén tiét kiém thém.
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« BatH.265+ trén dau ghi va camera néu thiét bi hd trg. Cung mét 6, s6
ngay Iuu tang rd rét, nhiéu canh gan gap déi, khéng tén thém tién mua 6.

o Tiét kiém nhiéu hay it tuy canh. Canh tinh (kho, hanh lang) tiét kiém nhiéu,
canh nhiéu chuyén déng (dudng phd) it hon.

« DAau ghi, camera va phan mém xem phai cuing hé trg chuan dé. May xem
cl c6 thé giat hodc khéng phat duge H.265. Thit xem trén dién thoai khach
trudc khi chét.

« Tinh dung lugng cho khach theo con s6 than trong. C6 du thi khach mung.

Bang dung lugng theo cau hinh (ghi lién tuc, s lam tron)

Cau hinh 7 ngay 15 ngay

4 camera, 2 Mbps méi con 0.6 TB 1.3TB 26 TB
8 camera, 2 Mbps mbi con 1.2 TB 2.6 TB 5.2 TB
8 camera, 4 Mbps méi con 2.47TB 5.27TB 10.4 TB
16 camera, 2 Mbps mdi con 2.4TB 5.27TB 10.4 TB
16 camera, 4 Mbps méi con 48 TB 10.4 TB 20.7 TB

Trudc khi bao khach, déi chiéu véi sé khe 6 va dung ludng toi da mai 6 cua
dung model dau ghi, trong tai liéu cia hang. Con s6 16n qua kha ning dau ghi
thi phai giam téc dé bit, giam sé ngay Iuu hoac chon dau ghi I6n hon.

THG CAM
Céng cu tinh 6 cling cé sén trong app: chon sé camera, do phan giai (theo

bitrate H.265 thudng gap), s6 ngay can luu, app cho ra dung lugng 6 can
mua. Khéng can nhd coéng thuc.

MEO

O cung chay lién tuc nhiéu nam sé gia. Pau ghi cé muc trang thai 6 trong
menu Iuu trli, néu bao 16i hodc bat thudng thi thay sém, diing dgi téi ltic can
xem lai m&i biét 6 da hong.
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Thé nhé cho camera Wi-Fi

Camera Wi-Fi thudng ghi vao thé nhdé gan trong camera. S6 ngay Iuu cua tiing
cd thé, tinh theo t6c do bit cla camera (ghi lién tuc, s6 l1am tron, da trif hao
mot chut vi dung lugng that clia thé thap hon con sé in trén thé):

Thé Ghi 6 1 Mbps Ghi 6 2 Mbps
32GB khoang 2.5 dén 3 ngay khoang 1.5 ngay
64 GB khoang 5.5 ngay khoang 3 ngay
128 GB khoang 11 ngay khoang 5.5 ngay
256 GB khoang 22 ngay khoang 11 ngay

Ghi theo chuyén déng thi s6 ngay dai hon nhiéu. Camera hét dung lugng thi tu
ghi dé& doan ci nhat.

e Chon thé chinh hang, loai chiu tai cao (High Endurance) danh cho
camera va dau ghi hinh. Thé ré, thé may anh dung ghi dé lién tuc vai thang
la d& chay thé, hoac camera bao "khéng nhan thé nha".

¢ Ding chon thé cé dung lugng vugt muc téi da camera hd trg, xem théng
s6 model.

» Khéach bao "camera khéng ghi" ma camera Wi-Fi dung thé thi kiém thé dau
tién. Rut thé, lau chan, dinh dang lai trong app, thay thé néu c( 16i.

o Thé nhd la chd dé héng nhat cia camera Wi-Fi, dan khach kiém tra dinh
Ky.

Lap 6
o Tt ngudn, ma ndp dau ghi (thudng vai vit phia sau hoac day).

o Cam day dir liéu va day nguén vao 6. Khe cdm khéng cdm ngugc duac,
néu thay khéng vao thi diing ép.

« B4t du bén vit ¢6 dinh 6. O 16ng sé rung va hong sém.

« Doéng nép, cap ngudn, chs dau ghi khai déng xong.
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Khéi tao (format) 1an dau

O méi hodc 6 vira thay phai dugc chinh dau ghi khdi tao. Dau ghi dung dinh
dang riéng, khéng phai cai may tinh dung. Buiing format 6 bang may tinh roi
gan lai.

Vi dau ghi Hikvision (menu cé thé khac theo firmware va model): Cau hinh >

Luu trif » Quan ly luu trif (Configuration - Storage - Storage Management),
chon 6, nhan Format, chd hop thoai tét.

Dau ghi kéu tit tit sau khi gén 6 mdi thudng nghia 1& 6 chua khdi tao hodc
khéng nhan 6.

CAN THAN
O cli bao 16i ma bén trong con dii liéu can gil thi chua format. Format xoa
sach.

batlich ghi

Véi Hikvision: Cau hinh - Luu trit - Lich ghi (Storage - Schedule Settings),
chon ché dd ghi cho tiing kénh. C6 sau ché dd: Event, Continuous, Motion |
Alarm, Alarm, Motion, Motion & Alarm. Néu thanh thsi gian trong lich khéng cé
mau xanh, nghia 1a chua c6 6 hodc 6 chua khdi tao.

Camera c6 mic nhung xem lai khéng cé tiéng
Camera c6 mic thu &m gan vao dau ghi ma xem lai chi cé hinh, cam tiéng, 13
16i rat hay gap. Nguyén nhan: dau ghi méc dinh chi ghi hinh.
1. Vao cau hinh Ma hoa (Video/Audio) cla dung ké&nh camera.
2. Ddi loai ludng (Stream Type) ti Video sang Video & Audio (Hinh va
Tiéng).

3. Bat ghi am (thu am thanh) néu menu cé muc nay, va kiém tra camera da
bat thu am.

4. Luu lai, ghi mét doan roi xem lai dé nghe thu.
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Tén menu khac nhau theo hang va firmware, nhung ché can tim 1a cau hinh

Cam nang thg I&p camera - ban 1.3

ma hoa cla kénh. Ghi am c6 thé lién quan dén quyén riéng tu cla ngudi trong
khu vuc ghi, nén bao khach trudc va xem thém muc quyén riéng tu & chuong

9.

[ Dau ghi khdng ghi hinh ]

O da nhan, khéi tao?

Khdi tao 6

trong menu luu trit

ba dat lich ghi?

bat lich ghi
Storage, Schedule

Ngay gid dung chua?

Chinh gi¢
nghi pin déng ho

Nguén dau ghi 6n?

Thay adapter
dung dién ap

v

[ Van 16i: hoi hang hodc ngi bao hanh ]

Luu d6 kiém tra khi dau ghi khéng ghi hinh

| Dau ghi khéng nhan 6 cung, lam gi

Thu tu kiém tra:

Thg Cam — Sé tay mién phi cho thg I3p camera

31



. O cé trong danh séach tuong thich véi dau ghi khong?
. Day dif liéu va day nguén cla 6: cadm lai, d6i day.

. Thir 6 khac. Néu 6 mdi cling khéng nhan, thi pham khéng phai 6.

A W N P

. Nguén dau ghi. Thay adapter mdi: dién ap phai ding nhu nhan trén dau
ghi (vi du 12V DC), chi dong dién (A) méi dugc bang hoac cao hon. Cam
ngudn sai dién ap la hang bo mach. Mét ca thg gép thuc té: dau ghi I3p tu
nhiéu ndm, khéng nhan ca 6 mai, déi sang ngudn 12V 2A mdi thi nhan 6 va
ghi binh thudng.

5. Khéi ddng lai dau ghi xem c6 1&n binh thudng khéng.

Ngay gi6é vé nam cii sau khi mat dién
Dau ghi sau méat dién hién nam 1970 hodc 2014, dén bao do, khdng xem lai
dugc theo ngay that: nguyén nhan hay gip 1a pin nudi déng hé trén bo mach
da hét. Thay pin dung loai (loai pin tuy model, thudng ghi canh vi tri gan pin
ho&c trong tai liéu), rdi chinh lai ngay gid. D4u ghi con bao hanh thi hoi noi
ban trudc khi thao vé. Hinh da ghi luc ngay gid sai sé khdng xem lai theo ngay
hién tai.

Khi ban giao nhé kiém ngay gid va can nhac bat déng bé gid qua mang néu
thiét bi ho tro.

*Ngudn chuong nay: Hikvision Viét Nam, "4 cach xU ly khi camera Hikvision
khong ghi hinh"; cong thiic dung lugng la phép tinh.*
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Lén mang: kich hoat, dat IP, thém
camera

Phan nay la chd nhiéu anh em t6n thsi gian nhat. Camera mdi chua kich hoat,
cam khéng cling dai mang, hai thiét bj trung IP.

Kich hoat camera va dau ghi Hikvision
Camera Hikvision mdi 6 trang thai chua kich hoat (Inactive). Khéng c6 mat
khau méc dinh. Kich hoat chinh |a tao mat khau quan tri lan dau. Thiét bi
chua kich hoat thi khdng dang nhap dugc va khong thém vao app dudc.

Pia chi mang ban dau cua thiét bj chua déi: IP 192.0.0.64, c6ng 8000, tén
ngudi dung admin.

Cach 1: SADP trén may tinh (cach phd bién nhat)

1. May tinh va camera ciing mét mang LAN (cdm chung switch).
2. M3 SADP, danh sach thiét bj hién ra. Chon thiét bj c6 trang thai Inactive.
3. Nhap va xac nhan mat khau mai, bam Activate.

4. Sau khi kich hoat c6 thé déi IP ngay trong SADP (déi tay hodc bat DHCP),
nhap mat khau va bam Modify.

Cach 2: trinh duyét. Bat IP may tinh cung dai vai 192.0.0.64 (vi du 192.0.0.x,
mé&t na 255.255.255.0, x khac 64), gb 192.0.0.64 vao trinh duyét, tao mat khau
& trang kich hoat réi déi IP sau d6. Thiét bi da dudc cap IP qua DHCP hodc da
déi IP thi khéng ndm & 192.0.0.64, hay do bang SADP.

Cach 3: phan mém iVMS-4200 (Device Management - Online Device, chon
thiét bi chua kich hoat, bAm Activate).

Cach 4: app Hik-Partner Pro danh cho thg, cé cong cu kich hoat hang loat va
gan IP khi dién thoai cing mang véi thiét bi. Can tai khoan thg.
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Cach 5: ngay trén dau ghi lic bat may 1an dau, trinh hudng dan hién ra dé tao
mat khau admin. Nhiéu ban con cho dat email du phong hodc cac bién phap
khéi phuc mat khau vé sau, tuy firmware.

Quy tic mat khau kich hoat (theo tai liéu hang, co thé khac chut tuy
firmware): t6i thiéu 8 ky tu, nén dung du ba trong bén loai (hoa, thudng, s6, ky
ty dac biét). Khéng chua tén ngudi dung, "123", "admin" (khéng phan biét hoa
thudng), 4 chii s6 lién tiép tdng hoac giam, 4 ky tu 1ap lién tiép, va khéng
chua "hik", "hkws", "hikvision". SADP con khéng cho chudi "nimda". Thiét bi
la ngusi quyét dinh cudi cuing: bao 16i thi déi mat khau.

MEO

Dat mot mat khau riéng cho tiing khach, Iuu & nai khach kiém soat. Mot mat
khau dung cho moi céng trinh 1a rui ro cho ca thg l1an khach. Khi gé mat
khau nhd tat bo gé tiéng Viét, kéo mat khau bi dinh ddu ma khéng hay.

Kich hoat camera va dau ghi Dahua, KBVision, Imou

0 Viét Nam hai hé Hikvision va Dahua phé bién ngang nhau, nén anh em cén
nam ca hai. Dahua va KBVision (hang cung hé) cling yéu cau khéi tao
(Initialize) thiét bi mai: tao mat khau quan tri 1an dau réi méi dung dudc.

« Pia chi mac dinh: IP 192.168.1.108, cong TCP 37777. Khac vdi Hikvision
(192.0.0.64) nén diing nham khi do.

¢ Phan mém: ConfigTool cua Dahua, dung nhu SADP cua Hikvision. M&
ConfigTool, tim thiét bi, thiét bi chua khai tao sé hién trang thai chua khai
tao. Chon thiét bi, tao mat khau mdi (va dat email khoi phuc néu cé 6 nay),
bam khai tao.

« P6i IP: ciing 1am trong ConfigTool nhu SADP: chon thiét bi, nhap IP mdi,
mat na mang, cong két néi (gateway), xac nhan bang mat khau. Méi thiét
bi mot IP riéng, cung dai véi modem.

 May tinh va thiét bi cing mang LAN, cdm chung switch thi ConfigTool
mai do thay.

34



Pau ghi Dahua, KBVision: 14n dau bat may c6 trinh hudng dan tao mat
khau, tudng tu dau ghi Hikvision. Camera cdm céng PoE cua dau ghi
thudng dugc dau ghi tu nhan.

Camera Imou thudng di theo app Imou Life: thém thiét bi bang cach quét
ma QR trén nhan (xem muc camera Wi-Fi bén dugi).

App xem tU xa: DMSS cho Dahua, KBVision, Imou dung Imou Life.

MEO

Anh em nén cai sdn ca SADP va ConfigTool trén laptop. Ra cong trinh khéng
biét hang gi trudc thi do bang ca hai, thiét bj hang nao hién I&én céng cu
hang dé.

DPat IP cho camera va dau ghi

Quy t&c ngan:

1.

Cung dai mang véi modem cla khach (vi du néu modem la 192.168.1.1 thi
camera & 192.168.1.x). Quy tdc nay danh cho mé hinh A (camera néi qua
switch PoE déc 1ap hodc néi LAN). Camera c&dm théng céng PoE cua dau
ghi (mé hinh B) nam trong mang ndi bé riéng, xem muc bén dugi.

. Méi thiét bi mét IP riéng. Khong trung nhau, khdng tring dau ghi, khéng

trung modem.

. Pat IP tinh cho dau ghi va camera, tat DHCP trén dau ghi dé né khéng tu

nhan IP khac.

. Chira mat dai riéng cho camera va dau ghi, ndm ngoai dai modem tu cap

(DHCP), dé tranh modem cép trung. Vao trang cau hinh modem xem dai
cap phat DHCP 14 bao nhiéu.

. B6i IP xong la truy cap lai bang IP mai.

. Khach déi modem hodc déi nha mang ma dai IP déi theo thi camera dat IP

tinh ci sé mat két n6i. D&n khach goi thg khi d6i modem.
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Cam nang thg I&p camera - ban 1.3

Dau ghi c6 céng PoE tich hgp: mang ndi bd riéng

Dau ghi c6 s8n céng PoE thudng cé thém mot card mang ndi bd danh riéng
cho céc céng doé (Hikvision goi la Internal NIC trong menu mang). Camera
cém vao cong PoE nam trong dai mang nay, khéng nam trong dai modem.

« Dau ghi thudng tu cap dia chi cho camera cdm vao céng PoE. Dai nay
khac dai modem, dung ép dat theo dai modem.

o Camera cdm céng PoE cua dau ghi thudng chi truy cap dudc qua dau ghi,
khéng vao thang ti may tinh trong mang LAN. Can xem hay cau hinh thi
lam trén dau ghi hodc qua app da thém dau ghi.

« Xem dai mang néi bd trong menu mang cta dau ghi, kiém tra chéc chan
trudc khi dat IP cho camera néi ngoai.

o Camera dat & xa, khéng kéo vé dugc cdng PoE cla dau ghi thi néi qua
switch PoE ngoai (mé hinh A) va thém vao dau ghi bang IP trong mang
LAN.

 Dai mang ndi bd clia dau ghi khéng dugc trung véi dai modem. Néu triing,
déi mot bén.

Dau ghi cho phép gan camera dat kiéu nao con tuy hang va model. Xem tai
liéu model dang dung.

JAmodem .200 dau ghi

I modem tu cap

DHCP 100 dén 199 ‘
camera .201 dén .230

Vi du véi modem 192.168.1.1. Chon IP tinh ngoai dai modem tu cap,
maéi thiét bi mdt so6 riéng. Xem dai DHCP trong trang quan tri modem.

Vi du chia dai IP: modem, dai tu cap, dau ghi va camera
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Ca hay gap: camera chiém IP cila modem

Khach kéu mang nha chap chdn, Iic vao dudc luc khéng. Hoda ra c6 con
camera dat IP tinh trung dung IP cia modem nha mang (thudng la .1). Camera
va modem gianh mét dia chi nén ca mang loan. Cach bt: do LAN ho&c xem
bang ARP, IP ndo c6 hai MAC khac nhau Ia trung. Déi IP camera ra khoi dai
clia modem la xong.

Mét bé camera Hikvision IP tif dau dén cudi (tam budc)

Pay la quy trinh tdng hgp ti cach cac thg lam bd camera IP véi dau ghi, dé
anh em c6 hinh dung chung. Chi tiét tiing budc ndm & cac chuong trudc.

1.

Chuan bi: camera, dau ghi, 6 cing, switch PoE, ddy mang. Tinh chiéu dai
day cula tung camera.

. Kéo day, bam dau, test cap cho tiing tuyén, dan nhan (chudng 3).
. Lap 6 cuiing vao dau ghi, bat du vit (chuong 6).

. Cap ngudn va ndi mang: camera vao switch PoE (hodc céng PoE clia dau

ghi), dau ghi va switch vao modem.

. M@ SADP trén laptop cling mang. Thiét bi chua kich hoat hién ra.

6. Kich hoat tirng thiét bi bang mat khau mdi, réi déi IP: camera cung dai véi

modem, méi thiét bi mét IP.

. Cau hinh dau ghi: vao giao dién web bang IP mdi, tdt DHCP va dat IP tinh,

khdi tao 6 cling, dung Thém nhanh dé thém camera, nhap méat khau
camera cho tdi khi trang thai truc tuyén.

. App xem tif xa: cai app cUa hang, dang ky tai khoan (bang sé dién thoai

cho tién), thém dau ghi b&ng cach quét ma QR dan trén dau ghi, kiém tra
xem truc tiép va xem lai.

Budc cau hinh (5 dén 7) la budc tén thdi gian nhat, va khé nhat véi ngusi
khéng lam thudng xuyén. Lam mét 1an cho chic, ghi lai IP da dat vao sa do.
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SADP khong ra camera: nam ly do hay gap
1. Laptop va camera khong cung mang LAN. SADP chi do dudc trong cung
mang LAN, di qua router hay khac VLAN la khéng thay.
2. Tudng lira Windows hodc phan mém diét virus chan. Tat thi rdi do lai.
3. Laptop bat ca Wi-Fi Ian day mang, SADP chon nham card. Tat Wi-Fi di.
4. Switch quan ly chia VLAN hodc chan multicast. Cam thir vao switch
thudng.

5. Camera chua Ién ngudn: switch PoE thiéu céng suat, day qua dai, dau
bam ldng. Nhin dén céng trén switch trudc.

Thém camera vao dau ghi

Véi dau ghi Hikvision: vao cau hinh quan ly camera, dung Thém nhanh, dau
ghi do ra camera cling dai. Camera ban dau & trang thai dang két néi, vi chua
c6 mat khau: stfa lai va nhap mat khau ctia camera thi trang thai chuyén sang
truc tuyén. V&i hé cé nhiéu camera (16, 32), c6 thé dung switch PoE trung
gian va ndi tiép, khéng nhat thiét kéo hét day vé mét ché.

Pau ghi mét hang, camera hang khac. Thudng thém bang giao thiic ONVIF,
dung tai khoan dat trén camera. Mot s6 anh em di lam tiing gap trudng hdp
camera Hikvision thém vao dau ghi Dahua b&o "sai tai khoan" sau khi méat
dién. Cach xu ly: xo4 camera khéi dau ghi, thém lai va kiém tra tai khoan trén
camera.

Camera Wi-Fi (Ezviz, Imou, Tapo...)

Camera Wi-Fi khéng can kéo day mang nhung cé luat chai riéng:

 NOoi Wi-Fi 2.4 GHz. Nhiéu camera chi n6i dugc bing 2.4 GHz. Bién thoai
IGc cai dat cling nén dang néi Wi-Fi 2.4 GHz cua nha.

« L&i kinh dién véi modem nha mang d&i mdéi (Viettel, FPT, VNPT): modem
bat tinh nang gop bang tan 2.4 GHz va 5 GHz thanh mot tén Wi-Fi (Smart
Connect, Band Steering). Bién thoai tu nhay sang 5 GHz nén cai camera
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khéng dudc, bao 16i néi mang. Cach xu ly: vao trang quan tri modem tach
tén Wi-Fi 2.4G riéng (vi du dat tén thém dudi 2.4G), hodc tam tat 5 GHz
lic cai. Cai xong bat lai, camera van gilf n6i 2.4 GHz.

« Thém vao app ctia hang: ma app, bdm dau céng, quét ma QR trén nhan
camera (mat sau hodc day). Khdng quét dudc thi nhap sé serial cung méa
xac minh trén nhan.

o Ezviz: m4 xac minh gém 6 chi in hoa, cé trén nhan. Cé thé bi hai khi thém
ho&c khi déi thiét bi.

e Tapo: tai khoan trong app la tai khoan TP-Link ID. Tai khoan camera la tai
khoan riéng, dung khi néi vao dau ghi hoac app bén thu ba.

« Kiém tra séng Wi-Fi tai chd lIap bang dién thoai trudc khi khoan. Cach xa
router hodc xuyén nhiéu tudng day thi séng yéu, hinh giat.

 Dan khach: déi tén hoac mat khau Wi-Fi ma khong bao thi camera sé mat
két ndi va phai cai lai.

Camera bao "ngoai tuyén" trong app

1. Bén mang trén dau ghi cé nhay khéng? Day mang con t6t khdng? Thir déi
day.

2. Vao cau hinh mang cua thiét bi, muc truy cap nén tang (Hik-Connect): da
danh dau bat chua? Néu thiét bi bat ma hoa luéng video thi can ding ma
xac minh. Ap dung rdi chd chuyén Online.

3. Dau ghi va camera cé cling dai mang vSi modem khéng?

THG CAM
D& camera trong mang LAN (Hikvision, Dahua, ONVIF, Tapo va mét s6 hang

khéac), dbi IP v&i cac hang app hé trg, va kiém trung IP véi modem hodc véi
may minh, ngay trén dién thoai.

*Ngudn chuong nay: tai liéu kich hoat cua Hikvision (SADP, trinh duyét,
iVMS-4200), Ezviz (ma xac minh), video cua Vién théng Cudng An.*
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Quén mat khau: di duéng chinh
hang

Quén mat khau thi ai cling s6t rudt. Budng tat thi nhiéu trén mang, nhung
dudng tat cé thé lam hong thiét bj hoac dé lai 16 héng cho khach. Chuang nay
chi noi cac cach do chinh hang dua ra.

LUU Y

C6 hai viéc khac nhau. Khdi phuc mat khau ma van giil cau hinh thi phai
qua dudng chinh hang va chiing minh quyén s hiiu thiét bi (hhan may, tai
khoan da gén, email da dat). Reset cling bang nut trén thiét bi thi khéng can
méa hay hang, nhung xoa toan bé cau hinh va dua thiét bi vé trang thai ban
dau.

Hikvision

Tuy model va firmware, man hinh "Forgot Password" sé cho biét thiét bi hd
trg cac cach nao.

Qua SADP: xuat tép XML hodc ma QR (thg, cung mang LAN):

1.
2.
3.

Cai SADP trén may tinh cung LAN vdi thiét bi.
Chon thiét bi, bam Forgot Password.

Tuy firmware, SADP cho xuat tép XML, hoac hién ma QR (chup man hinh
lai).

. GUi tép XML hodc anh QR, kém anh nhan thiét bi, cho b6 phan hé trg

Hikvision. Chg tra Idi.

. Nhap méa ho&c nhap tép tra vé vao SADP, dat mat khau mdi.
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Luu y: ma hodc tép tra vé c6 hiéu luc khoang 48 gid. TU luc xuat dén Iuc nhap
xong, diing khai ddng lai thiét bi, diing xuat lai. Néu 16i, khai dong lai ca thiét
bi IAn may tinh, xuat lai ti dau.

Bién thé ma bao mat (firmware ci): SADP hién 6 nhap méa bao mat, copy
"Start Time" va s6 serial day du, gli kém anh nhan cho hang, hang tra vé vai
ma, chon ma khdép vdi gid hién tai cla thiét bi.

Qua app Hik-Partner Pro (tai khoan thg): m& yéu cau hé trg mat khau (Online
Support Case), chon thiét bi cung LAN hoéc thiét bi khac, gui tép hodc ma QR
va anh nhan, khi hang tra I6i thi |am theo hudng dan trong chi tiét yéu cau.

Ngusi dung tu khéi phuc: email du phong da dat, hodc quét QR bang tai
khoan Hik-Connect hay Hik-Partner Pro dang gan vdi thiét bi, réi nhap méa xac
minh nhan dudc. Cach nay chi dung dudc néu luc cai dat da dat san.

Dahua (va KBVision)

e Camera IP: ConfigTool + tép XML. M3 ConfigTool, chon Password Reset,
chon thiét bi hé trg XML, Reset, chon ché dé XML File, Iuu tép ExportFile,
gui cho bd phan hé trg Dahua (trang hudng dan néi rd cach nay khéng
hoan tat dudc néu khéng cé hé trg cua Dahua), nhan tép két qua vé, ma
trong ConfigTool, nhap méat khau méi.

+ Qua app DMSS (d4u ghi hodc camera): chi dung dudc néu thiét bi da dudc
dat email khéi phuc tu luc khdi tao.

« Nutreset trén camera (c6 & phan 16n model): dua thiét bi vé mac dinh,
mat cau hinh. Thei gian gili nut khac nhau theo model, xem tai liéu model
do, dung doan.

 V&i KBVision va Imou, lam theo hudng dan dung model, cach dat tén menu
c6 thé khac Dahua. Ket thi hoi hang hodc dai ly.
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Ezviz

 Mat khau tai khoan: trén app Ezviz chon "Forgot Password", nhap sé dién
thoai hodc email da dang ky, nhan méa 4 s6, dat mat khau mai.

« Ma xac minh thiét bi (6 chit in hoa): ndm trén nhan thiét bi. M6t sé model
c6 thém trong app (Cai dat, Thong tin thiét bi) hodc ma QR trén bia sach
hudng dan. Mot sé kit (chudng clra, tram goc) dan & tram goc hoac
chuéng. Néu da déi méa thi ma trén nhan co thé khéng con dung.

o Nutreset: giif khoang 4 dén 5 giay, dén bao nhay xanh hodc xen ké do
xanh, ché 1 dén 2 phut. Thiét bi vé mac dinh, phai cai lai Wi-Fi. Vi tri nut
khac nhau theo model (phia sau, dudi nap thé nhd, hoac can xoay éng
kinh).

Imou

Imou di theo app Imou Life. Quén mat khau tai khoan thi dung chiic nang
quén mat khau 6 man hinh dang nhap app. Reset thiét bi thi gill nut reset theo
huéng dan dung model, thdi gian gilt nut méi model mdt khac nén xem tai liéu
di kém may. Van ket thi hoi dai ly hodc hang.

TP-Link Tapo

 Mat khau tai khoan Tapo la mat khau TP-Link ID. Trén app: Dang nhap,
Forgot Password, nhap email TP-Link ID, m& email va bam dét lai, nhap
mat khau maéi, dang nhap lai.

 Tai khoan camera (dung cho RTSP, ONVIF, dau ghi, app bén thi ba) 13 tai
khoan riéng véi TP-Link ID. D6i ho4c tao trong app: xem truc tiép, banh
rang, Advanced Settings, Camera Account. Déi cadn méat khau hién tai.
Trang chinh thiic khéng néu cach khdi phuc khi quén tai khoan camera.
Cach lam thuc té (hang khéng ghi thanh quy trinh) |a reset cling réi thém
lai camera vao tai khoan va tao lai tai khoan camera.
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* Reset cling: thudng gill nut Reset it nhat 5 gidy tdi khi dén nhay do. Mét s6
model can thai gian khac (vi du mét s6 model 10 gidy). Camera quay quét
can nghiéng 6ng kinh I&n trudc, camera ngoai tréi can md ndp lung.

Bang tom tat theo hang

Quén mat khau thiét bi

Reset cling

Hikvision

Dahua,
KBVision

Ezviz

Imou

Tapo

MEO

SADP, Forgot Password, xuat
XML hoac QR gui hang; hoac
yéu cau hd trg qua Hik-Partner
Pro; hodc email du phong néu
da dat

ConfigTool xuat XML gui Dahua;
hodc DMSS néu da d&t email;
hoac nut reset

Mat khau tai khoan qua app; ma
xac minh thiét bi trén nhan

Quén mat khau & man hinh dang
nhap app Imou Life

Mat khdu TP-Link ID qua email;
tai khoan camera chua cé cach
khoi phuc riéng

Cé tuy model,
mat cau hinh

Nut reset phan
I6n model, mat
cau hinh

Gilt nut khoang
4 dén 5 giay

Nut reset theo
hudng dan
model

Gill nut Reset,
thudng 5 giay,
mot s6 model
10 giay

Ma hodc tép tra vé
¢06 hiéu luc khoang
48 giG; khéng khdi
dong lai gitta chung

Thdi gian gitt nut
theo ting model

Cai lai Wi-Fi sau khi
reset

Ket thi hoi hang
hoac dai ly

Thém lai camera va
tao lai tai khoan
camera

Trudc khi reset cling, hoi khach xem c6 di liéu quan trong trén thé nhd hay
6 cling khéng va chup lai cau hinh ci (IP, lich ghi). Reset xong sé phai cau
hinh lai ti dau.

Sau khi lay lai dugc

« D&t mat khau méi theo dung quy tic cla hang.
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 Ghi mat khau cho khach gili, khéng dan 1&n bién ban, khéng dé trong s6
tay thg.

 Bat phuang an khdi phuc néu thiét bj hé trg (email du phong, cau hoi bao
mat, lién két tai khoan) dé Ian sau khdéng phai xin hang.

*Ngudn chuong nay: Hikvision (dat lai mat khau), Dahua Wiki (Password
Reset), Ezviz, TP-Link Tapo. Budng dan & cudi sach.*
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CHUGNG 9

An toan va xem tu xa

Camera xem dugc tU xa thi k& xau cling cé thé thi vao. Mét hé thong 1&p
dung va an toan khac hé théng chi "I&én hinh 1a xong". Chugng nay giup thg

chon dung cach cho khach.

Bay kiéu trién khai, tu it rGi ro dén nhiéu rui ro

Theo tai liéu "Security Camera Deployment Guide" cla Hikvision, day la cac
kiéu thudng gap va muc rui ro bi tdn céng ti internet ma hang danh gia:

Kiéu trién khai

MUic rui ro (theo
hang)

1 Camera néi dau ghi qua PoE, mang camera tach khoi mang
ngoai

2 Mang LAN riéng, khéng ra internet
3 Rainternet qua tusng Itra, khéng dé 16 cdng camera

4 Qua dich vu d@m may cla hang (vi du Hik-Connect), céng
camera khéng 10 ra internet

5 Truy cép qua VPN
6 Chuyén céng (port forwarding) va DDNS, khdng c6 tudng Itia

7  Camera n6i thdng ra internet (WAN)

Thap

Thap
Tudng déi thap

Tuong déi thap

Tuong d6i thap
Cao

Cao
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. Cam nang thg I&p camera - ban 1.3

1. Camera ndi dau ghi qua PoE
Thap

2. LANriéng, khong ra internet
Thap

3. Rainternet qua tuéng Itra

Tudng doi thap

4. Qua dam may cuia hang

Tudng doi thap

5. Truy cap qua VPN
Tudng doi thap

6. Chuyén cong + DDNS, khong tudng Iia
Cao

7. Camera ndi thang WAN

Cao

Theo danh gia cua Hikvision (Security Camera Deployment Guide),
xét tan céng tl internet.

Bay kiéu trién khai theo muc rui ro

Tai liéu nay chi xét tan cong tl internet va gia dinh mang ndi bd dé chia ving
dung, ké& xau chua vao dudc mang ndi bo. Néu mang ndi bd khéng dang tin thi
phai gia c6 thém va cach ly mang camera véi cac vung khac.

Chét lai cho thg:

« Diing chuyén cong (port forwarding) hay dung DDNS khi chua cé tudng
Ita.
« Dling cdm camera thang vao modem dé ra WAN véi cong mé sén.

o Khéach can xem tif xa thi uu tién app ctia hdng hoc VPN.
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« Tach mang camera khéi mang van phong, mang khach néu cé thé.

Dich vu dam may (P2P) ciing khdng phai "tuyét doi an
toan"

Hikvision xép Hik-Connect vao muc "tuang déi thap", dé la danh gia cua
hang. Thuc té, cac dich vu P2P cua nhiéu hang da tiing gap su c6. Cudi thang
10/2026, cd quan an ninh mang Ukraine (CERT-UA) canh bao camera va dau
ghi Dahua bj chiém quyén qua dich vu Easy4IP. S6 serial cUa thiét bi cé cau
tric doan dugc, nén ké tan cong do hang loat xem thiét bi nao dang két néi
dam may. Sau do6 chung vao bang mat khau yéu hodc 16i trén firmware ci. Ho
nhan xét: khdng nén coi "s6 serial khéng ai biét" 1a ly do dé thay thiét bi an
toan.

Dau hiéu bi xam nhap méa ca quan nay néu: tai khoan la, thay déi cau hinh
khéng ré nguén géc, nhat ky cé ddng nhap qua giao thuc riéng clia hang tu
dia chi n6i bd 127.0.0.1. Khuyén nghi: tit P2P néu khdng can, khong dé thiét
bi 16 truc tiép ra internet, ludn cap nhat firmware.

Cap nhat firmware

Thang 7/2026, Hikvision céng b6 5 16 héng trén mot sé camera (ma CVE-
2026-57599, 57600, 61390, 61391, 61392, diém tif 5.3 dén 7.7). C6 16i cho ké
chua dang nhap lay mot phan di liéu nhay cam, coé 16i lam treo thiét bi khi
nhan goi dac biét, cé 16i cho chiém toan quyén sau khi ddng nhap SSH. Hang
da c6 firmware vé, tuy model. Danh sach model bi anh hudng nam trén trang
thong bao bao mat cua Hikvision, dung tu suy ra.

Viéc thg lam dugc:

« Ghi lai model va phién ban firmware cua tiing thiét bi khi ban giao.
e Kiém tra trang thong bao bao mat cla hang trudc khi Iap, va nang
firmware néu cé ban va.
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« Nang firmware hang loat bang céng cu chinh thuc cla hang (Hikvision ¢c6

Delivery Assistant).

Khach doi xem ti xa: chon cach nao

Nhu cau cua khach Ggiy

Chi xem & nha hoac Mang LAN riéng, khéng can ra
cla hang internet

Xem tu dién thoai khi  App cua hang, d& ddi mat khau
di ngoai manh, firmware mdi

Nhiéu chi nhanh, VPN, hoac tudng Itia cé quan ly
ngusi ding nhiéu

Chia sé cho ngugi Chtic nang chia sé trong app
nha

Khi nghi thiét bi da bi xam nhap

Tranh

M3 cbng ra ngoai khi khéng
can

Chuyén céng va DDNS khi
khéng c6 tudng Ita

Cam camera thdng ra WAN

Pua mat khau quan tri cho
nhiéu ngusi

Dau hiéu: tai khoan la trong danh sach, cau hinh tu déi, dau ghi chay cham
bat thudng, nhat ky c6 ddng nhap khéng ré nguén. Viéc nén lam theo thir tu:

1. Cat dudng ra internet cua thiét bi (rut day ra modem, tat P2P) dé diing

nguy cd ngay.
2. Doi mat khau quan tri, xoa tai khoan la.

3. Cap nhat firmware |1&én ban mdi nhat cua hang.

4. Can nhac reset cting roi cau hinh lai néu khéng chéc da sach (sé mat cau

hinh, nén chup lai cau hinh ci trudc).

5. Bao khach ré chuyén gi da xay ra va da 1am gi. Huéng dan khach déi mat
khau céc tai khoan lién quan (vi du email dung cho thiét bi).
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Mat khau

 MObi thiét bi mét mat khau riéng (hoac it nhat mdi cong trinh mot mat khau
riéng).

o Dai, tron nhiéu loai ky tu, khéng phai ngay sinh hay sé dién thoai.

« D6i ngay luc kich hoat. Khéng bao gid dé thiét bi chay bang mat khau "cho
tién".

o Mat khau vé tay khach, khéng in 1&n bién ban.

Quy chuan Viét Nam cho camera ndi internet

Thong tu 48/2026/TT-BCA do B6 Cong an ky ngay 12/05/2026 (hiéu luc tu
01/07/2026) kém quy chudn QCVN 11:2026/BCA vé yé&u cau an ninh mang ca
ban cho thiét bi camera giam sat dung giao thic Internet. Quy chuan nay thay
quy chuan trudc clia Bd Théng tin va Truyén théng (QCVN 135:2024/BTTTT).
Cac yéu cau néu trong quy chuan goém khdi tao mat khau duy nhat, quan ly 16
héng va cap nhat, luu trif tham sé nhay cam an toan, kénh giao tiép an toan,
bao vé di liéu ngudi dung.

Quy chuén vién dan bo tiéu chuan quéc té ETSI EN 303 645 vé an ninh mang
cho thiét bi loT tiéu dung. M6t sé ban tin vé quy chuan con néu yéu cau
camera phai cho phép ngudi dung cau hinh viéc luu trit d{f liéu tai Viét Nam.
Day 1a yéu cau vé kha nang cau hinh cla thiét bi, khéng c6 nghia moi camera
mac dinh phai Iuu toan bd hinh trong nudc. Boc toan van trudc khi trich dan.

Quy chuén ndi t6i nha san xuat, kinh doanh va nhap khau. Nghia vu céng bé
hdp quy va gén dau CR phu thudc vao danh muc san pham do B6 Céng an
ban hanh. V&i thg, viéc nén lam 1a: khi mua thiét bi, héi nha cung cap vé céng
b hgp quy, va ap dung dung tinh than quy chuan tai céng trinh (mat khau
riéng, cap nhat firmware). Van ban c6 thé thay déi, déi chiéu ban chinh thic
trudc khi trich dan.
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Quyén riéng tu va di liéu ca nhan

Camera ghi hinh, ghi &m ngudi nén cé trach nhiém vé di liéu. Thg khéng phai
ludt su, nhung can ndm vai diéu dé tu van khach:

Vi tri va pham vi ghi hinh: dat camera hudng vao khu vuc can bao vé cua
khach. Tranh hudng vao clia s6, san nha hang xém, nha vé sinh, phong
thay do.

Ghi am: chi bat khi that su can. Khach nén biét va ngugi trong khu vuc ghi
nén dugc théng bao.

Quyeén truy cap: ai cé mat khau thi xem dugc tat ca. Tao tai khoan riéng
cho tiing ngusi can xem, khéng dung chung tai khoan quan tri.

Chia sé: dung chuic nang chia sé cla app, khéng guii mat khadu. Nhac
khach khéng dang hinh, doan ghi cé ngudi Ién mang xa hoi khi chua cé su
dongy.

Thai gian Ivu: Iuu vira d0 nhu cau. Luu qua 1au thi tdng rui ro 16 df liéu.
Quy dinh phap luat: viéc xUt ly d{ liéu ca nhan (hinh anh, giong noi ngudgi)
chiu su diéu chinh cla phap luat vé bao vé di liéu ca nhan, vi du Nghi
dinh 13/2023/ND-CP. Véi cdng trinh cua doanh nghiép hoac nai céng
cdng, nén dé khach tham khao y kién phap ly.

Checklist an toan khi ban giao

(] Mat khau riéng da dat, khach gir

(7] Da tat chuyén cong (port forwarding), khéng md thang camera ra WAN
() P2P bat hay t4t da thoa thuan véi khach

() Firmware da cap nhat hoac da ghi phién ban

(] Khéng co tai khoan la trén thiét bi

(] Mang camera tach khoi mang khach néu cé thé

*Ngudn chuong nay: Hikvision Security Camera Deployment Guide va
advisory HSRC-202607-01; CERT-UA qua The Hacker News (27/10/2026);
Théng tu 48/2026/TT-BCA va QCVN 11:2026/BCA. Budng dan & cudi sach.*
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CHUGNG 10

Nghiém thu va ban giao

Ban giao t6t Ia ltc khach ky tén va khéng goi lai sau mét tuan vi "hém qua
khéng xem lai dugc".

Kiém tra titng mat

 Géc nhin dung va dung nhu da vé trong sc do.

« Hinh ban ngay va ban dém. Néu I&p xong luc tréi sang, hen hodc dgi toi
kiém lai.

¢ Nét, khéng chéi, khdng co vat can mdi.

« Do phan giai, toc dd khung hinh, téc dé bit dung thiét 1ap da thoa thuan.

Kiém tra ghi hinh, ditng chi xem truc tiép
Hinh I&n man hinh khéng cé nghia 14 6 dang ghi. Hay xem lai (playback):
¢ Chon mot doan viia ghi cho ting camera va phat lai.
¢ Ngay gid trén hinh ding vai giG that.
« Lich ghi da dit dung va 6 cling da khai tao.

o Né&u c6 dung ghi theo chuyén ddng: thir di qua vung dat va kiém tra xem
c6 doan ghi.

Kiém tra xem tif xa
e App cla hang da thém dudc thiét bj, hién truc tuyén.
¢ Khach thir xem truc tiép va xem lai ngay trén dién thoai khach.

¢ Cach thdng bao va quyén chia sé (néu khach muén chia sé cho ngusi nha)
da cai.
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Giay t6 va ban giao
« Bién ban nghiém thu liét ké thiét bi, vi tri, ngay |13p, két qua kiém tra, tén
ngudi ban giao va ngudi nhan. Khach ky.

o Mat khau: khéng in 1én bién ban. Giao tan tay cho khach hodc dé khach tu
dat.

 Bao hanh: thdi han va pham vi ghi ré. Mau hop déng lap camera thudng
gan dgt thanh toan cudi vdi bién ban nghiém thu, va thGi han bao hanh tinh
tU ngay nghiém thu.

o Anh trudc va sau khi I&p, Iuu lai cho hai bén.

¢ Huéng dan nhanh cho khach: xem truc tiép, xem lai, tai doan ghi, bao ai
khi [6i.

 Ma serial hodc QR cua thiét bj dan & chd dé tim.

Nhiting cau khach hay hoi

Camera luu dugc bao lau? Phu thudc dung lugng & cling, téc dd bit va cach
ghi (lién tuc hay theo chuyén déng). Bao khach con s6 da tinh & chuong 6,
kém Iuu y la udc tinh.

Sao ban dém hinh den trdng? Camera dung dén héng ngoai nén hinh khéng
c6 mau. Camera cé dén trang thi ban dém c6 mau nhung phai bat dén.

Mat mang internet thi camera con ghi khéng? Dau ghi ghi vao 6 clng tai
chd, khéng cén internet. Mat mang thi chi khédng xem tif xa dugc.

Mat dién thi sao? Ghi diing. Muén ghi tiép khi mat dién ngén thi dung bé Iuu
dién (UPS) cho dau ghi, switch va modem.

Ai xem dugc camera nha t6i? Ngusi c6 tai khoan va mat khau. Chia sé cho
ngudi nha bang chiic nang chia sé trong app, diing dua mat khau quan tri.

Camera hong thi goi ai? Ghi rd s6 dién thoai, thi gian bao hanh, pham vi bao
hanh (xem bién ban).
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Can lau 6ng kinh khéng? C¢, dinh ky, bang khdn mém. Bui va mang nhén lam
hinh m& va ban dém c6 thé choi.

MA&u bién ban nghiém thu (ndi dung nén cé)
e Tén cong trinh, dia chi, ngay nghiém thu.

« Bén giao (thg hodc dan vi thi céng) va bén nhan (khach): ho tén, sé dién
thoai.

« Danh sach thiét bi: loai, model, s6 lugng, vi tri 1&p.

« Két qua kiém tra: hinh ngay va dém, xem lai, ngay gid, xem tif xa (dat hodc
chua dat, ghi chu).

. 0 cung: dung lugng, thdi gian luu udc tinh.
o Mat khau: ghi "da giao khach", khéng ghi mat khau.
e Bao hanh: thdi han, pham vi, cach lién hé.

e Chi ky hai bén va ngay ky.

No6i chuyén véi khach luc ban giao

 Chi cho khach tu thao tac mét Ian: xem truc tiép, xem lai mot doan, tai
moét doan. Khach lam dugc mét lan thi 6 goi lai mugi lan.

« NGi ré nhitng gi khéng bao gom. Vi du khéng ghi am, khéng xem dugc khi
mat mang, 6 Iuu khoang bao nhiéu ngay.

 Dan trudc vai diéu: d6i modem hodc déi nha mang thi bao thg; diing tu déi
mat khau rdéi quén; diing xoay camera bang tay.

 Dé lai mét t& gidy co6 sb dién thoai thg va cac budc cd ban khi gép su cé.

Checklist ban giao
() Tung mé&t da kiém ngay va dém
(] Xem lai doan ghi cho tiing camera
(] Ngay gi6 dung
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E] Xem tu xa chay trén dién thoai khach
() Mat khau giao khach, khéng in Ién gidy
() Bién ban co chir ky hai bén

(] Hudng dan bao hanh va lién hé khi I6i

THQ CAM
Kiém tra luéng tiing mat (d6 phan giai, FPS, téc dd bit), khach ky ngay trén

man hinh va xuat bién ban nghiém thu PDF. Mat khau camera khéng in vao
bién ban.
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CHUGNG 11

Bao gia cho khach

B&o gia rd rang giup khach tin va giup thg khéng bi cat gia vé ly. Mét mau hop
ly gom:

1.

Vat tu: camera, dau ghi, 6 cling, switch, day mang, 6ng luén, phu kién. Ghi
model cu thé dé khach déi chiéu, khéng ghi chung "camera 2MP".

. Nhan céng: tach riéng khdi vat tu. Ghi theo tiing hang muc (di day, 1ap

camera, cau hinh) hodc theo tron gdi, tuy cach lam cla ban.

. Pham vi: nhiing viéc khéng bao gém, vi du duc tudng bé téng, di day qua

tran thach cao kho, van chuyén xa.

. Chiét khau, thué VAT néu co, ghi riéng mét dong.

5. Géi combo (vi du 4 camera, 8 camera kém dau ghi) dé cho khach so sanh.

. Piéu khoan: thdi han hiéu luc cua bao gia, tién do thanh toan, bao hanh,

thai gian thi céng.

. GUi dang PDF dé khach Iuu va déi chiéu, thudng qua Zalo.

55



Khung bao gia mau (dé tréng gia)

Sé Pon
Hang muc Model lugng gi4
1 Camera IP ngoai trgi
2 Camera IP trong nha

3 Pau ghi, s6 ké&nh
4 6 cung, dung lugng
5 Switch PoE

6 Day mang, 6ng ludn, phu kién (khéi lugng
tam tinh, thanh toan theo s6 mét thuc té
khi nghiém thu)

7 Nhan céng lap dat, cau hinh
Chiét khau
VAT (néu c9)
Téng cong
& dong day mang, dng ludn, phu kién nén ghi ré: "Khéi ludng day va 6ng
ludn 14 tam tinh theo khao sat, thanh toan theo s6 mét thuc té khi nghiém thu".

Khao sat khé do chuan tirng mét, ghi sdn cau nay dé khoi thiét hodc tranh céi
V@i khach.

Phan cubi ghi: thdi han hiéu luc bao gid, tién dd thanh toan, thsi han bao
hanh, thai gian thi céng, nhitng viéc khéng bao gém.
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Vi du bao gia hoan chinh (gia gia dinh, khong phai gia thi truéng)

N Thanh tién
. g . (d)
1 Camera IP ngoai trgi 2 MP 4 750.000 3.000.000
2 Dau ghi 4 kénh c6 céng PoE 1 2.200.000  2.200.000
3 o) cling 2 TB chuyén camera 1 1.500.000 1.500.000
4 Day mang déng nguyén chét (tam tinh 60 m 9.000 540.000
60 m)
5 6ng luén, kep (tam tinh 30 m) 30m 8.000 240.000
6 Hop k¥ thuat, dadu néi chéng nudc, tron géi  300.000 300.000
phu kién
7 Nhan céng di day, 1&p, cau hinh, tron goi  1.800.000 1.800.000
nghiém thu
Cong 9.580.000
Chiét khau -300.000
Téng cong (chua VAT) 9.280.000

Ghi chu cudi bao gia: day va éng luén tam tinh theo khao sat, thanh toan theo
s6 mét thuc té khi nghiém thu. Bao gia cé hiéu Iuc 15 ngay. Thanh toan 50%
khi bat dau, 50% khi nghiém thu. Bao hanh thiét bi theo hang, bao hanh thi
coéng 12 thang (s6 liéu gia dinh, tuy thoa thuan).

Meo giil gia khoi bi ép: bao gia chia ro vat tu va nhan céng, kém anh khao sat
va s6 db. Khach thay tiing khoan thi it méc ca kiéu "bét di" mét cuc. Mudn
giam thi giam bang cach déi cau hinh (it camera han, 6 nhd hon) chi diing
bét chat lugng day va nhan cong.

MEO

Chup anh khao sat (chuang 1) dinh kém bao gid. Khach thay ding ché minh
sé 1ap thi dé hoi lai.
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THOQ CAM
B4o gia lay tU bang gia vat tu cla ban, cé chiét khau, VAT, géi combo, xuat
PDF gui khach qua Zalo.
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CHUGNG 12

y
7

Vi du tron budi: 1ap 4 camera cho

mot ctia hang nho

Chudng nay ghép cac chudng trudc thanh mot budi lam viéc. DPay 13 vi du gia
dinh dé minh hoa: clta hang nha phé hai tang, 1ap 4 camera PoE, dau ghi 4
céng PoE dat trén gac, modem & tang trét. Gia dinh thém: mdi tuyén day dai
khoang 20 dén 40 m, tudng gach dé& khoan, dudng di day thuan Igi, khéng
phai duc tudng bé tdng. Céng trinh kho han thi thdi gian dai hon. Thdi gian chi
la muic tham khao, méi céng trinh mdi khac.

T6i hom trudc

 Kiém dd nghé theo danh sach & chuang 1. Sac pin khoan, kiém vit va tac
ké.

o Thi bon camera dugi dat: cap ngudn, kich hoat, dat IP du kién, kiém hinh,
dan nhan sé 1dén 4.

e Tinh 6 cling: 4 camera x 2 Mbps x 10.8 = 86.4 GB méi ngay. 62 TB luu
dudc khoang 23 ngay (2 000 + 86.4). Bu cho yéu cau 15 ngay cla khach.

 In hodc soan sdn mau bién ban. Soan sdn mat khau manh, riéng cho khach
nay.

Gi6 thi nhat: gap khach va ra lai khao sat

« Dilai s6 db v6i khach, xac nhan vi tri bon camera: mat tién, quay thu ngan,
kho, cau thang.

« Kiém tugdng va tran trudc khi khoan (chuang 1).

¢ Xac nhan 6 dién cho dau ghi, chd dat dau ghi thoang.
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Gid thu hai tGi thu tu: di day

Khoan 16 xuyén tudng, ludn éng, ké 6ng bang kep gilt 6ng, khoan vao gach
(chuong 3).

Kéo bon tuyén day vé dau ghi, chira day du hai dau.

Bam dau RJ45, test cap tiing sdi, dan nhan hai dau (chucong 3).

Camera ngoai tréi: xd phu kién chéng nudc trudc khi bam, chira vong bay
nudc (chuang 4).

GiG thi nam: 13p camera
B&t camera theo vi tri da chét, chinh géc.
Gan dau ndi chéng nudc, van dung cach, khéng dé day can sau camera.

Bit silicone quanh 16 khoan.

Gig thu sau: dau ghi va mang

Lap 6, bat du bén vit, cAp ngudn (chudng 6).

Kich hoat dau ghi bang mat khau mdi, dat IP tinh, t&t DHCP (chugng 7).
Khai tao 6 cing. Thém bén camera, nhap mat khau, ché trang thai truc
tuyén.

bat lich ghi, chinh ngay gid.

Gi6 thu bay: kiém tra va ban giao

Xem hinh tiing mat ban ngay. Hen kiém lai hinh ban dém néu chua toi.
Xem lai doan viia ghi cho tling camera (chudng 10).

Cai app, thém dau ghi, thit xem truc tiép va xem lai trén dién thoai khach.

Giao mat khau cho khach, ky bién ban, din cac diéu can nhé (chuong 10).
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Piém diing kiém tra

Sau khi xong Kiém gi trudc khi sang budc sau

bi day May test cap bdo du 8 sai 6 tiing tuyén; nhan da dan

Lap camera Khéng hé nudc, khéng can day, géc dung

Céau hinh M®i thiét bi mét IP, camera truc tuyén, 6 nhan, lich ghi ding
Ban giao Xem lai dugc, ngay gid dung, xem tU xa chay, bién ban da ky
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CHUGNG 13

Sotay xuly |

~

oi nhanh

Bang dudi 1 dudng tat cho cac triéu chiing hay gép. Méi dong chi ra nguyén

nhan hay gap va viéc nén thi trudc. Chi tiét ndm & chuong ghi bén phai.

Triéu chiing

SADP / ConfigTool
khéng ra camera

Camera bao "chua
kich hoat"

Mang nha khach chap
chén

Camera tu khdi dong

lai ban dém

Pau ghi khéng nhan 6
clng

DAu ghi kéu tit tit
Khéng ghi hinh du hinh
I1én

Ngay gi6 nhay vé 1970

hoac 2014

Hinh md& hoac chdi

Khac dai mang, tudng Itra
chén, nham card mang,
switch chan multicast,
camera chua I&n nguén

Thiét bi mai chua tao mat
khéu

Camera trung IP vGi
modem

Téng cong suat PoE sat
trdn, day hoac dau bam
kém

o) khong tuong thich,
ngudn yéu, chua format

O chua khai tao hoac
khoéng nhan

Lich ghi chua dat, 6 chua
format, ngay gid sai

Hay gép: pin nudi déng hd
hét

Ong kinh ban, ngugc sang,
dat sau kinh

Thur trudc

Tat Wi-Fi laptop, c&m
cung switch, nhin dén
céng switch

Kich hoat badng SADP
hoé&c trén dau ghi

Do LAN, ddi IP camera
khoi dai modem

Thir day tam ngén, déi
céng, do dién ap

Déi 6 khac, thay
adapter, format trén
dau ghi

Khei tao 6 trong menu
Iuu trir

Kiém lich ghi va trang
thai 6

Hoi bao hanh néu con,
thay pin, chinh lai ngay
gid

Lau éng kinh, déi
hudng, diing 1&p sau
kinh

7
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Triéu chiing

Den hinh ban dém

Camera bao "ngoai
tuyén" trong app

Camera hang khac
trén dau ghi bao sai tai
khoan sau mat dién
Quén mat khau

Thiét bi cé tai khoan la,
cau hinh déi

Camera khéng 1én
nguén khi cdm PoE

Hinh giat, dut quang
Xem truc tiép dudc,

khéng xem lai dugc

0 cling nhanh day

Khéng md& dugc IP mac
dinh (192.0.0.64 /
192.168.1.108)

App béo sai mat khau
Camera Wi-Fi hay mat
két noi

Camera hong sau mua
hoac sét

Pén héng ngoai hdng hoac
cép ngudn thiéu

Day mang, chua bat truy
cap nén tang, ma xac minh

Tai khoan ONVIF trén
camera

Khéng luu méat khau

Bi xam nhap qua P2P hoac
mat khau yéu

Switch hét céng suat, day
dut hodc bam sai, cdng
khong phai PoE

Téc dd bit qua cao, séng
Wi-Fi yéu, day kém

Chua ghi, lich ghi sai, 6 16i

Téc do bit cao, nhiéu kénh
ghi lién tuc

May tinh khac dai, thiét bi
da aéi IP

G6 nham, bd gb tiéng Viét
bat, mat khau da ddi

Séng yéu, sai bang tan,
khach déi Wi-Fi

Nudc vao dau ndi, sét lan
truyén

Thur trudc

Kiém nguén, kiém den
héng ngoai

Déi day, kiém cau hinh
mang thiét bi

Xoé khoi dau ghi, thém
lai, kiém tai khoan

Lam theo quy trinh
chinh hang

D6i mat khau, cap nhat
firmware, t4t P2P néu
khéng can

Thir day tam ngén, déi
céng, kiém téng cong
suat

Giam téc dd bit, kiém
day va song

Kiém lich ghi va trang
thai 6

Tinh lai dung lugng,
giam bit hodc d6i 6 16n
haon

bat IP may tinh cung

dai, hodc do bang
SADP / ConfigTool

G6 lai, tat bod gb tiéng
Viét

Kiém séng, néi bang
2.4 GHz, cai lai

Kiém dau néi, chéng
sét va noi dat

5,7
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Thu truéc

Triéu chiing

Camera c6 mic nhung
xem lai khéng c6 tiéng

Camera Wi-Fi bao
khéng nhan thé nhé
hoac khéng ghi

bién thoai khéng cai
dugc camera Wi-Fi &

budc néi mang

Nudc vao camera, hop
nguén

MEO

Chua chuyén Stream Type
sang Video & Audio, chua
bat thu am

Thé kém chat lugng hodc
16i dinh dang

Modem nha mang gop
béng tan 2.4G va 5G

LS khoan sai chd, dau ndi
khong bit

Vao cau hinh Ma hoa 6
cla kénh, déi sang

Video & Audio, ghi thu

roi xem lai

Format thé trén app, 6
déi thé chinh hang
High Endurance

Tach tén Wi-Fi 2.4G 7
riéng, hoac tam tat 5

GHz luc cai

Bit silicone, dém cao 4

su, vong bay nudc

L&i chua ré thi tach 16i theo thi tu: camera - day - céng switch - nguén
- dau ghi > mang. Béi mét thi méi 1an, ghi lai két qua.
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Phu luc: bang tra nhanh

Thu ty mau day mang

Xem bang & chuong 3 (T568B hay dung, T568A dbi chd cip cam va cép xanh
1a).

Dung Iudng 6 cling nhanh

Toc do bit méi camera GB méi ngay (ghi lién tuc)
1 Mbps 10.8
2 Mbps 21.6
4 Mbps 43.2
6 Mbps 64.8
8 Mbps 86.4

S6 camera x GB méi ngay x s6 ngay luu = dung lugng can cé (GB). Chia cho 1
000 ra TB. Thém mot chut du phong.

Cong suat PoE theo chuan

Nguén cap t6i da Thiét bi nhan
802.3af (PoE) 15.4 W 12.95 W
802.3at (PoE+) 30 W 255 W
802.3bt Type 3 60 W 5TW
802.3bt Type 4 90 W 71.3 W
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Dia chi hay dung khi do thiét bj

IP méc dinh Céng Céng cu do, khéi tao
Hikvision 192.0.0.64 8000 SADP
Dahua, KBVision 192.168.1.108 TCP 37777 ConfigTool

 Tén ngudi dung quan tri ban dau cua Hikvision: admin. M4t khadu khéng cé
sén, ban tu tao luc kich hoat hodc khai tao.

o Thiét bi da déi IP hoac nhan IP tir modem thi khédng con & dia chi mac dinh,
hay do bang SADP ho&c ConfigTool.

Cu phap ludng RTSP (gan camera nhang cao)
Khi can gan camera vao phan mém hodc dau ghi khac bang RTSP, copy theo
mau roi thay IP va matkhau .
Hikvision
o Ludng chinh: rtsp://admin:matkhau@IP:554/Streaming/Channels/101
o Luc‘Sng phu: rtsp://admin:matkhau@IP:554/Streaming/Channels/102

Dahua, KBVision, Imou

. Luéng chinh: rtsp://admin:matkhau@IP:554/cam/realmonitor?channel=1
&subtype=0

o Ludng phu: rtsp://admin:matkhau@IP:554/cam/realmonitor?channel=1&
subtype=1

Ghi chu:

o Hikvision: 101 12 ludng chinh, 102 Ia ludng phu cua kénh 1. Kénh 2 1a 201 va
202, tiép tuc theo quy luat nay.

o Dahua: subtype=0 laludng chinh, subtype=1 |aluéng phu. channel I3
s6 kénh.

o Coéng RTSP thudng la 554, déi theo cau hinh thiét bi.
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« Mat khdu ndm ngay trong dia chi nén ditng guii ca dong nay cho ngusi
khac. Mat khau co ky tu dac biét (vi du @) phai ma hoa trong dia chi.

Thuat ngit

« NVR: dau ghi cho camera IP. DVR: dau ghi cho camera analog.

 PoE: cap dién qua day mang cung vdi dif liéu.

e SADP: phan mém cua Hikvision dé do, kich hoat va déi IP thiét bi trong
LAN. ConfigTool: phan mém tucng tu ctia Dahua.

o DHCP: modem tu cép IP cho thiét bj. IP tinh: tu dat IP cé dinh cho thiét bi.

e Subnet (dai mang): nhém dia chi IP cung mang, vi du 192.168.1.x.

¢ VLAN: chia mét switch thanh nhiéu mang riéng.

¢ ONVIF: chudn chung dé camera va dau ghi khac hang néi chuyén véi
nhau.

« RTSP: giao thuc truyén hinh anh ti camera, dung khi xem bang phan mém
khac.

o P2P (dam may cla hang): xem tUf xa qua may chu cua hang, khéng can
md& cdng.

o DDNS: t&n mién c6 dinh trd vé IP thay déi cia modem.

« Chuyén cong (port forwarding): m& mot céng cia modem dé truy cap
thiét bi bén trong tU internet.

¢ CCA: day 16i nhém boc déng, dién tré cao hon déng.

o AWG: ¢4 16i day, s6 nho thi I6i to.

 IP66, IP67: cap bao vé bui va nudc clia vé thiét bi.

 Héng ngoai (IR): d&n khéng nhin thay gilip camera thay trong boéng téi.

« Toc do bit (bitrate): lugng dii liéu hinh méi gidy, quyét dinh file ghi ndng
hay nhe.
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Cong mang thudng gap khi do thiét bi

Céng Thudng dung cho

80, 443 Giao dién web cua thiét bj

554 RTSP (xem hinh)

8000 Giao tiép riéng cla Hikvision
37777 Giao tiép riéng clia Dahua

2020 ONVIF trén mot s6 camera Tapo
34567 Mot s6 dau ghi gia ré

S6 cdng chi 1a ggi y dé doan hang, méi thiét bi cé thé cau hinh khac.

Ngudn tham khao

Ngay truy cap cac trang web: 01/11/2026. Théng s6, menu va phién ban
firmware c6 thé thay déi, xem tai liéu ding model.

Hikvision

e Security Camera Deployment Guide (ban PDF, tao 22/07/2026): https://w
ww.hikvision.com/content/dam/hikvision/en/cybersecurity/security-ca
mera-deployment-guide.pdf

e Security Advisory HSRC-202607-01 (CVE-2026-57599, 57600, 61390,
61391, 61392): https://www.hikvision.com/en/support/cybersecurity/sec
urity-advisory/security-vulnerabilities-in-some-hikvision-cameras/

e 4 cach xt ly khi camera Hikvision khéng ghi hinh (09/12/2020): https://w
ww.hikvision.com/vn/newsroom/tu-van/camera-hikvision-khong-ghi-hi
nh

o Kich hoat thiét bi b&ng SADP: https://enpinfo.hikvision.com/hkwsen/unzi
p/20251224164304_81809_doc/GUID-E5BD58D7-364D-40DB-A6ED-4A1
76E9436CA.html
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. Cam nang thg I&p camera - ban 1.3

Kich hoat bang trinh duyét (192.0.0.64): https://enpinfo.hikvision.com/hk

wsen/unzip/20251224164304_81809_doc/GUID-4ADA1B36-383A-4296-
B421-47B3D85BBB43.html

Kich hoat bang iVMS-4200: https://enpinfo.hikvision.com/hkwsen/unzip/
20251224164304_81809_doc/GUID-734F0C74-FAC4-4304-9FA5-3068A
2BC97E2.html

Dat lai mat khau: https://www.hikvision.com/ca-en/support/how-to/faq/h
ow-to-reset-password/

Dahua, Ezviz, Tapo

Dahua Wiki, Password Reset: https://dahuawiki.com/Password_Reset

Ezviz, cach reset camera: https://support.ezviz.com/faq/article/How-to-r
eset-the-EZVIZ-security-camera

Ezviz, ma xac minh thiét bi: http://support.ezviz.com/faq/article/Where-t
o-find-the-EZVIZ-device-verification-code

TP-Link Tapo, reset camera: https://www.tapo.com/en/faqs/how-to-fact

ory-reset-your-tapo-camera-two-methods

TP-Link Tapo, tai khoan camera: https://www.tapo.com/en/faqs/tapo-ca
mera-account-how-to-create-change-or-delete-it

Chéng nuéc, chdng sét, PoE

Omada (TP-Link), huéng dan chéng nudc va chéng sét: https://www.oma
danetworks.com/vn/support/faq/4523/

Tiéu chuan IEEE 802.3af, 802.3at, 802.3bt (cong suat PoE); TIA/EIA-568
va ISO/IEC 11801 (k&nh cap 100 m gém 90 m cé dinh); IEC 62676-4 (DORI).

IPCamTalk, "PoE+ power issues on ~90m Cat6 run" (09/2025): https://ipc
amtalk.com/threads/poe-power-issues-on-90m-cat6-run-%E2%80%94
-need-advice.83292/

An ninh mang va quy chuan
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. Cam nang thg I&p camera - ban 1.3

o CERT-UA qua The Hacker News, camera Dahua bj chiém quyén qua P2P
(27/10/2026): https://thehackernews.com/2026/10/attackers-hijack-dah
ua-ip-cameras-in.html

e Thong tu 48/2026/TT-BCA (12/05/2026, hiéu luc 01/07/2026): https://luat
vietham.vn/an-ninh-quoc-gia/thong-tu-48-2026-tt-bca-quy-chuan-ky-t
huat-camera-giam-sat-internet-va-an-ninh-mang-434446-d1.html

¢ QCVN 11:2026/BCA: https://luatvietham.vn/an-ninh-quoc-gia/qcvn-1120
26-bca-thiet-bi-camera-giam-sat-yeu-cau-an-ninh-mang-434447-d3.h
tml

Video thi cong

e Hik Guru, "HikVision CCTV Installation - Like A PRO": https://www.youtub
e.com/watch?v=0GbSpSo-XNg

 Vién théng Cudng An, "Tu I&p camera, hudng dan 5 budc Hikvision": http
s://www.youtube.com/watch?v=jy8ogsFTUWO
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Vé Thg Cam

Thg Cam: do cam, dbi IP, lam bao gia va bién ban ngay trén dién thoai.

Thg Cam I3 app danh cho thg I8p camera va thd mang:

D& camera trong mang LAN, déi IP v&i cac hang app hé trg, kiém trung IP

Cham vi tri camera I&n m&t bang, mé phéng géc nhin (FOV) truc quan dé
chét vi tri v&i khach.

Xem truc tiép, kiém tra ludng tiing mat, ping thi céng.
B&o gia lay ti bang gia vat tu cua ban, xuat PDF gui khach.

Bién ban nghiém thu: khach ky ngay trén man hinh, xuat PDF. Mat khau
camera khoéng in 1én bién ban.

Bang tra T568, PoE, tinh 6 cling dau ghi, m& dugc khéng can mang.

Khdéng quang cao.

Cai dat

iPhone, iPad: tim "Thg Cam" trén App Store, hoac md& https://apps.apple.c

om/app/id6823687729

Android, Windows, Linux, Mac (ban thd, PRO m& mién phi trong giai doan
thi): https://kaifuz.com/vi/thocam/beta.html

Hoi dap va gop y. Nhom Zalo "Trai nghiém ting dung Thg Cam": https://zalo.
me/g/tzf3dnsqO0bqpi23zsivm

Gop y hao hgp, minh dua vao ban sau. Chuc anh em thi cong gon, nghiém thu
nhanh, khach yén tam.

71



Thg Cam

Do cam, d6i IP, lam bao gia va bién ban ngay trén dién thoai. Ra cong
trinh chi can chiéc dién thoai.

iPhone apps.apple.com/app/id6823687729
Ban thu kaifuz.com/vi/fthocam/beta.html

Zalo zalo.me/g/tzf3dnsq0bqpi23zsivm

Ca&m nang thg l&p camera - Ban 1.3 - Thang 11/2026

Sach mién phi do Thg Cam bién soan. Anh em dugc chia sé nguyén ban, xin gitt nguyén
trang nay va khéng ban lai. N6i dung mang tinh tham khao: théng s6 cla hang va diéu kién
hién trugng ludn la c&n cu cubi cung. Viéc dién 220V va lam viéc trén cao can ngusi cé
kinh nghiém.



